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UNITED STATES DISTRICT COURT

EASTERN District of MARSHALL

CERTICOM CORP. and CERTICOM PATENT
HOLDING CORP.

SUMMONS IN A CIVIL ACTION
v

SONY CORPORATION, ET AL.

CASE NUMBER: 2:07-cv-216

TO: {Name and address of Defendant)

Sony DADC US, Inc., by and through its registered agent of service,
Corporation Service Company, 2711 Centerville Rd., Suite 400,
Willington, DE 19808.

YOU ARE HEREBY SUMMONED and required to serve on PLAINTIFF'S ATTORNEY (name and address)

Robert C. Morgan

Ropes & Gray LLP

1211 Avenue of the Americas
New York, NY 10036-8704

an answer to the complaint which is served on you with this summons, within 20 days after service
of this summons on you, exclusive of the day of service. {f'vou fail to do so, judgment by default will be taken against you
for the rehief demanded in the complaini. Any answer that you serve on the parties to this actien must be filed with the
Clerk of this Court within a reasonable peried of time after service.

DAVID MALAND, CLERK WAY 31 2007

CLERK i?lﬂ’ W . DATE
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RETURN OF SERVICE

DATE
Service of the Summons and complaint was made by me'"

NAME OF SERVER (PRINT) TITLE

Check one box below to indicate appropriate method of service

[J Served personally upon the defendant. Place where served:

OJ lLefi copies thereof at the defendant’s dwelling house or usual place of abode with a person of suitable age and
discretion then residing therein.

Namec of person with whom the summons and complaint were left:

{7 Returned unexecuted:

[J Other (specify):

STATEMENT OF SERYICE FEES

TRAVEL SERVICLES TOTAL

$0.00

DECLARATION OF SERVER

I declare under penalty of perjury under the laws of the United States of America that the forcgeing infermation
contained in the Return of Service and Statement of Service Fees is true and correct,

Executed on

Bute Signature of Serves

Address of Server

(1} As to who may serve a sinmnons see Rule 4 of the Federal Rules of Civil Procedure




FILED Ly
IN THE UNITED STATES DISTRICT COURT C.S. 035t ’ E’“}“':R g

FOR THE EASTERN DISTRICT OF TEXAS WOTHAY 20 A4 Q. o
MARSHALL DIVISION HAY 30 AH 9: 23

AT TR e
T Lmo._, ARG HA

CERTICOM CORP. and CERTICOM

PATENT HOLDING CORP., BY

————
Plaintiffs,

V.

Civil ActionNo. 2=07CV -2 16 -Tw

)
)
)
)
)
)
. )
SONY CORPORATION, SONY )
CORPORATION OF AMERICA, SONY ) JURY
COMPUTER ENTERTAINMENT INC., )
SONY COMPUTER ENTERTAINMENT )
AMERICA INC., SONY PICTURES )
ENTERTAINMENT INC., SONY )
ELECTRONICS INC. and SONY DADC )
US INC. )

)

)

Defendants.

COMPLAINT

Plaintiffs Certicom Corp. and Certicom Patent Holding Corp. (“CPH?) (collcctively,
Certicom Corp. and CPH are “Certicom”) hereby file this complaint for patent infringement
agamst Sony Corporation (“Sony Japan™), Sony Corporation of America (“Sony America®),
Sony Computer Entertainment Inc. (“SCE Japan™), Sony Computer Entertainment America Inc.
(“SCE America™), Sony Pictures Entertainment Inc. (“Sonv Pictures™), Sony Elcctronics Inc.
(“Sony Electronies™), and Sony DADC US Inc. (*Sony DADC?) (coHectively, Sony Japan, Sony
America, SCE Japan, SCE America, Sony Pictures, and Sony DADC are “Defendants™) and

states as follows:



THE PARTIES

l. Certicom Corp. i1s a Canadian corporation with its principal executive offices at
5520 Explorer Drive, Mississauga, Ontario, Canada L4W 5L1. Certicom Corp. has offices in
Reston, Virgima and Foster City, California and does business in the State of Texas.

2. CPH 1s an Ontario corporation with its principal place of business at 5520
Explorer Drive, Mississauga, Ontario, Canada L4W SL1. CPH is a wholly-owned subsidiary of
Certicom Corp. and holds certain rights relating to U.S. Patent Nos. 6,563,928 and 6,704,870.

3. Certicom Corp. 15 a leader in providing the strong, efficient cryptography
creasingly required by government, multinational companies, content providers, systems
mtegrators and device manufacturers, to embed security into their products.  The company’s
expertise is also recognized through mdustry and leadership awards. Most recently, Certicom
Corp. received the 2006 Private Sector Leadership in Advanced Technology Award for
innovation, expertise and leadership in security from the Canadian Advanced Technology
Athance (CATA).

4. Certicom Corp’s Elliptic Curve Cryptography (ECC)-based solutions provide
exceptional security and have been adopted by the U.S. Government’s National Security Agency
(NSA). In 2003, the NSA paid $25 million to Certicom Corp. for the non-exclusive, worldwide
license of 26 Certicom ECC patents, including the patents-in-suit (Ccrlicom’-s U.S. Patent Nos.
6,563.928 and 6,704,870), for classified govemment communications. In February 2005, the
NSA named ECC as the approved technology for key agreement and digital signature standards

for the U.S. Government.

N

Certicom’s U.S. Patent Nos. 6,563,928 and 6,704,870 have enjoyed great

commercial success. In addition to being licensed by the NSA| they also have been licensed by



major companies. In addition, numerous compantes have licensed and received from Cerlicom
encryption solution software which implements these patents.

0. On information and belief, Sony Japan 1s a Japanese corporation with a place of
business at 6-7-35 Kita-Shinagawa, Shinagawa-ku, Tokyo, Japan. On information and belief,
Sony Japan, directly and indirectly, with and through us wholly owned subsidiaries,
manufactures and imports into the United States, and distributes, sells and offers to sell m the
United States, inchuding in the State of Texas and this judicial district; products that utilize
encryption systems 1n accordance with the Advanced Access Content System {(AACS)
specification and the Digital Transmission Content Protection (DTCP) specification (“Sony
Japan Products™).

7. The Sony Japan Products mclude, but are not Iimited to, all products that utilize
Sony’s DTCP-enabled 1. LINK™_ DTCP-IP and/or Blu-ray technology.

8. The Sony Japan Products include, but are not limited to, the following products:
Sony BDP-SI Blu-ray disc player, Sony BWU-100A Blu-ray disc rewritable drive, Sony
PlayStation 3 console, Sony PlayStation 3 software distributed on Blu-ray discs, motion pictures
and television shows distributed on Blu-ray discs, Blu-ray discs, Sony VAIO computers with
LLINKT™ ports, DTCP-1P and/or Blu-ray drives, Sony KDL-32XBR950 television, Sony KDL-
42XBRI50 television, Sony KDF-60XBR950 television, Sony KDF-70XBR950 television, Sony
KDP-51WS550 television, Sony KDP-57WS550 television, Sony KDP-65WS550 televiston,
Sony KDE-42BR950 television, Sony KDE-50BR950 television, Sony KDE-61BR950
television, Sony KDS-R50XBR]1 television, Sony KDS-60XBRI television, Sony VAIO i.LINK
DVD+/-R DL/DVD+/-RW Dnve External, Sony RDR-GX330 DVD plaver, Sony DRD-VX555

DVD player, Sony DVP-NS9100LES/B DVD plaver, Sony HDW-DI800 (with HKDW-105



board) VIR, Sony STR-DAS000OES home theater receiver, Sony SCD-XA9000ES super audio
CD player, Sony VGX-XL3 VAIO digital hving system, and Sony VGX-TP1 VAIO living room
PC.

9. The Sony Japan Products are sold and offered for sale in Sony Style stores in the
State of Texas, through the World Wide Web at wiww Sonystyle.com, and at retail stores located
within this judicial district.  Sony Japan has voluntarily and purposely placed the Sony Japan
Products mto the stream of commerce with the expectation that they will be offered for sale and
sold in the State of Texas, including this judicial district.

10. On information and belief, Sony Amernica is a New York corporation with its
principal place of business at 550 Madison Avenue, New York, New York 10022-3211. On
information and belief, Sony America 1s a wholly owned subsidiary of Sony Japan. On
information and belief, Sony America markets, sells, offers for sale and distributes in the United
States, including in the State of Texas and this judicial district, products that wilize encryption
systems in accordance with the AACS specification and the DTCP specification (“*Sony America
Products™).

i The Sony America Products mclude, but are not limited to, all products that
utihze Sony’s DTCP-enabled 1. LINK™ DTCP-1P and/or Blu-ray technology.

12 The Sony America Products include, but arc not limited to, the following
products: Sony BDP-S1 Blu-ray disc player, Sony BWU-100A Blu-ray disc rewritable drive,
Sony PlayStation 3 console, Sony PlayStation 3 software distributed on Blu-ray discs, motion
pictures and television shows distributed on Blu-ray discs, Blu-ray discs, Sony VAIO computers
with 1.LINK™ ports, DTCP-1P and/or Blu-ray drives, Sony KDL-32XBR950 television, Sony

KDL-42XBR950  television,  Sony KDF-60XBR950 television, Sony KDF-70XBR950



television, Sony KDP-51'WS550 television, Sony KDP-57TWS550 television, Sony KDP-
65WS550 television, Sony KDE-42BR950 television, Sony KDE-50BR950 television, Sony
KDE-61BR950 television, Sony KDS-R50XBR1 felevision, Sony KDS-60XBR]1 television,
Sony VAIO 1.LINK DVD+/-R DL/DVD+/-RW Drive External, Sony RDR-GX330 DVD plaver,
Sony DRD-VX555 DVD player, Sony DVP-NS9100ES/B DVD player, Sony RDW-1D1800
(with HKDW-105 board) VTR, Sony STR-DA9000ES home theater receiver, Sony SCD-
XA9000ES super audio CD player, Sony VGX-XL3 VAIO digital living system, and Sony
VGX-TP1 VAIO living room PC.

13 The Sony America Products are sold and offered for sale in Sony Style stores in
the State of Texas, through the World Wide Web at www Sonystyle.com, and at retail stores
located within this judicial district. Sony America has voluntarily and purposely placed the Sony
America Products into the stream of commerce with the cxpectation that they will be offered for
salc and sold n the State of Texas, including this judicial district.

14, On mformation and behief, SCE Japan is a Japancse corporation with a place of
business at 2-6-21 Minumi—/-\oynmzi, Minato-Ku, Tokyo, 107-0062, Japan. On information and
belief, SCE Japan is a wholly owned subsidiary of Sony Japan. On information and belief, SCE
Japan, dircclly and indirectly, with and through other Sony entities, manufactures and imports
into the United States and distributes, sells and offers to sell in the United States, including in the
State of Texas and this judicial district, products that utilize encryption systems in accordance
with the AACS spectfication and the DTCP specification (“SCE Japan Products™).

15. The SCE Japan Products include, but are not himited to, all products that utilize

Sony’s DTCP-enabled 1. LINK™  DTCP-IP and/or Blu-ray technology.



16. The SCE Japan Products include, but are not Limited to, the Sony PlayStation 3
console and Sony PlayStation 3 software distributed on Blu-ray discs.

17. The SCE Japan Products are sold and offered for sale in Sony Style stores n the
State of Texas, through the World Wide Web at www.Sonystyle.com. and at retail stores located
in this judicial district. SCE Japan has voluntanly and purposely placed the SCE Japan Products
into the stream of commerce with the expectation that they will be offered for sale and sold in the
State of Texas, including this judicial district.

18. On information and belief, SCE Amenca 1s a Delaware corporation with its
headquarters at 919 East Hillsdale Boulevard, 2nd Floor, Foster City, California 94404. On
iformation and belief, SCE Amertca 1s a wholly owned subsidiary of SCE Japan and is the
marketing and sales arm of SCE Japan in the United States. On information and belief, SCE
America markets, sells, offers for sale and distributes in the United States, including in the State
ol Texas and this judicial district, preducts that utilize encryption systems in accordance with the
AACS specification and the DTCP specification (“SCE America Products™).

19. The SCE America Products include, but are not limited to, all products that utilize
Sony’s DTCP-enabled i. LINK™, DTCP-IP and/or Blu-ray technology.

20. The SCE America products include, but are not limited to, the Sony PlayStation 3
console and Sony PlayStation 3 software distributed on Blu-ray discs.

21. The SCE America Products are sold and offered for sale in Sony Style stores in
the State of Texas, through the World Wide Web at www Sonystyle.com, and at retail stores
focated in this judicial district.  SCE America has voluntarily and purposely placed the SCE
America Products into the stream of commerce with the expectation that they will be offered for

sale and sold in the State of Texas, including thrs judicial district.



22. On information and belief, Sony Electronics 1s a Delaware corporation with its
principal place of business at 16450 West Bernardo Strect, San Diego, California 92127. On
information and belief, Sony Electronics is a wholly owned subsidiary of Sony America. On
information and belhel, Sony Electronics markets, sells, offers for sale and distributes in the
United States, including in the State of Texas and this judicial district, products that utilize
encryption systems in accordance with thé AACS specification and the DTCP specification
(“Sony Electronics Products™).

23, The Sony Electronies Products mclude, but are not limited to, all products that
utihize Sony’s DTCP-enabled 1. LINK™, DTCP-IP and/or Blu-ray technology.

24. The Sony Electronics Products include, but are not hmited to, the following
products: Sony BDP-S1 Blu-ray disc player, Sony BWU-100A Blu-ray disc rewnitable drive,
Sony VAIO computers with 1.LINK™ ports, DTCP-IP and/or Blu-ray drives, Sony KDL-
32XBRY50 television, Sony KDL-42XBR950 television, Sony KDF-60XBRY50 television. Sony
KDF-70XBR950 television, Sony KDP-51WS550 television, Sony KDP-57WS550 television,
Sony KDP-65WS550 television, Sony KDIE-42BR950 television, Sony KIDE-50BR950
television, Sony KDE-61BR950 television, Sony KDS-R50XBRI television, Sony KDS-
60XBR1 television, Sony VAIO 1. LINK DVD+/-R DL/DVD+/-RW Drive External, Sony RDR-
GX330 DVD player, Sony DRD-VX555 DVD player, Sony DVP-NS9100ES/B DVD player,
Sony HDW-DI8OO (with HKDW-105 board) VTR, Sony STR-DA9000ES home theater
recerver, Sony SCD-XAO000ES super audio CD player, Sony VGX-XL3 VAIO digital living
system, and Sony VGX-TP] VAIO hiving room PC.

25. The Sony Electronics Products are sold and/or offered for sale in Sony Style

stores 1 the State of Texas, through the World Wide Web at www Sonystyle.com, and at retail



stores located in this judicial distnict. Sony Electronics has voluntarily and purposely placed the
Sony Electronics Products nto the stream of commerce with the expectation that they will be
offered for sale and sold in the State of Texas, including this judicial district.

26. On information and behef, Sony Pictures 1s a Delaware corporation with a
principal place of business at 10202 West Washington Boulevard, Culver City, Califorma 90232,
On mformation and belief Sony Pictures 1s a wholly owned subsidiary of Sony America. On
information and belicf, Sony Pictures markets, sells, offers for sale and distributes in the United
States, including in the State of Texas and this judicial district, products that utilize encryption
systems m accordance with the AACS specification (“Sony Pictures Products™).

27. The Sony Pictures Products include, but are not himited to, all products that utilize
Sony’s Blu-ray technology.

28. The Sony Pictures Products include, but are not lmited to, motion pictures and
television shows distributed on Blu-ray discs. The Sony Pictures Products are sold and offered
for sale mn Sony Style stores m the State of Texas, through the World Wide Web at
www Sonystyle.com, and at retail stores located in this judicial district.  Sony Pictures has
voluntarily and purposely placed the Sony Pictures Products into the stream of commerce with
the expectation that they will be offered for sale and sold in the State of Texas, including this
Judicial district.

29. On snformation and belief, Sony DADC is a Delaware corporation with a
principal place of business in Terre Haute, Indiana. On information and belief, Sony DADC is a
wholly owned subsidiary of Sony Amenca.  On mmformation and belief, Sony DADC

manufactures, markets, sells, offers for sale and distributes in the United States, including in the

_8-



State of Texas and this judicial district, products that utilize encryption systems in accordance
with the AACS specification (“Sony DADC Products™).

30. The Sony DADC Products include, but are not limited to, all products that utilize
Sony’s Blu-ray technology.

31. The Sony DADC Preducts include, but are not ]imiled to, Blu-ray discs.

32. On mformation and belief, the Sony DADC Products are sold and offered for sale
in Sony Style stores m the State of Texas, through the World Wide Web at www_Sonvstyle.com,
and at retail stores located m this judicial district. Sony DADC has voluntarily and purposely
placed the Sony DADC Products mnto the stream of commerce with the expectation that they will
be offered for sale and sold in the State of Texas, including this judicial district.

JURISDICTION AND VENUE

33. This s an action for patent infringement arising under the patent laws of the
United States, Title 35 of the United States Code. This Court has subject-matter jurisdiction
pursuant to 28 U.S.C. §§ 1331 and 1338(a).

34. As stated above m paragraphs 6-12. Defendants regularly and deliberately engage
in activities that occur i and/or result in sales of goods and services in the State of Texas and in
this judicial district that infringe United States Patents owned by Certicom. This Court has
personal jurisdiction over Defendants.

35. Venue is proper in this judicial district pursuant to 28 U.S.C. §§ 1391(b)-(d) and

1400(b).
COUNT 1
INFRINGEMENT OF U.S. PATENT NO. 6,563,928
36. Paragraphs 1-15 are hereby icorporated by reference as if fully set forth herein.



37. On May 13, 2003, United States Patent No. 6,563,928 {the “‘928 Patent™) entitled
“Strengthened Public Key Protocol” was duly and legally issued by the United States Patent and
Trademark Office with Scott A, Vanstone, Alfred John Menezes and Minghua Qu as the named
inventors. A true and correct copy of the ‘928 Patent is attached hereto as Exhibit A.

38. The ‘928 Patent has been i full force and effect since its issuvance. Certicom
Corp. owns by assignment the entire right, title and mterest in and to the ‘928 Patent. CPH holds
an exclusive hicense to utihze and exploit for commercial purposes the ‘928 Patent, including the
right (o license the ‘928 Patent and the right to sue for past, present and futvre infringement of
the *928 Patent. Certicom further holds a non-exclusive license and right to sub-license the ‘928
Patent. Certicom has comphed with the notice provisions of 35 U.S.C. § 287 with respect 10 the
‘928 Patent.

39. Defendants have, and each one of them has, directly infringed, induced others to
infringe, and committed acts of contributory infringement, of one or more claims of the ‘928
Patent, pursuant to one or more sections of 35 U.S.C. §§ 271(a)-(g). by making, using, selling,
and offering to sell in the United States. and importing into the United States products that utilize
encryption systems which infringe that patent. The infringing products are all products that
utilize encryption systems in accordonce with the DTCP specification and inclhude, but are not
Imited to, all products which include DTCP-enabled i. LINK™ and DTCP-1P technology.

40. The imfnnging products include, but are not limited to, the Sony VAIO computers
with 1. LINK™ ports and/or DTCP-1P, Sony KDL-32XBR950 television, Sony KDL-42XBR950
television, Sony KDF-60XBR950 television, Sony KDF-70XBR950 television, Sony KDP-
S5TWS550 tefevision, Sony KDP-57WS550 television, Sony KDP-65WS550 television, Sony

KDE-42BRI50 television, Sony KDE-50BR950 television, Sony KDE-61BR950 television,

-10-



Sony KDS-R50XBR1 television, Sony KDS-60XBR1 television, Sony VAIO 1. LINK DVD-+/-R
DL/DVD+/-RW Drive External, Sony RDR-GX330 DVD player, Sony DRD-VX555 DVD
player, Sony DVP-NS9I100ES/B DVD player, Sony HDW-D1800 (with HKDW-105 board)
VTR, Sony STR-DAY000ES home theater receiver, Sony SCD-XA9000ES super audio CD
player, Sony VGX-X1.3 VAIO digital living system, and Sony VGX-TP1 VAIO living room PC.

41. On imformanton and belief, Defendants have been aware of the existence of the
‘928 Patent, but have nevertheless infringed the 928 Patent.  Defendants™ infingement of the
‘928 Patent has been and continues to be deliberate and willful, thus rendering this case
“exceptional” as that term 1s set forth in 35 US.C. § 285.

COUNT 11

INFRINGEMENT OF U.S. PATENT NO. 6,704.870

42. Paragraphs 1-15 are hereby incorporated by reference as if fully set forth herein.

43. On March 9, 2004, United States Patent No. 6,704,870 (the “*870 Patent™)
eniitled “Dhigital Signatures on a Smartcard” was duly and legally issued by the United States
Patent and Trademark Office with Scott A. Vanstone and Alfred J. Menezes as the named
inventors. A true and correct copy of the ‘870 Patent is attached hereto as Fxhibit B.

44, The *870 Patent has been in full force and effect since its issuance. Certicom
Corp. owns by assignment the entire right, title and interest in and to the ‘870 Patent. CPH holds
an exclusive license to utilize and exploit for commercial purposes the ‘870 Patent, including the
right 1o heense the ‘870 Patent and the right 10 sue for past, present and future infringement of
the “370 Patent. Certicom further holds a non-exclusive license and right to sub-license the ‘870
Patent. Certicom has complied with the notice provisions of 35 U.S.C. § 287 with respect to the

‘870 Patent.

-11-



45. Defendants have, and each one of them has, directly infringed, and induced others
to infringe, and committed acts of contributory infringement, of one or more claims of the ‘870
Patent, pursuant to one or more sections of 35 U.S.C. §§ 271(a)-(g), by making, using, selling,
and offering to sell in the United States, and/or importing into the United States products that
utilize encryption systems which infringe that patent. The infringing products are all products
that utilize encryption systems in accordance with the AACS specification and/or the DTCP
specification and mclude, but are not limited to, all products which include DTCP-enabled
LLINKT™ DTCP-IP and/or Blu-ray technology.

46. The mfringmg products include, but arc not limited to, the Sony BDP-S1 Blu-ray

2

disc player, Sony BWU-100A Blu-ray disc rewnitable drive, Sony PlayStation 3 console, Sony
PlayStation 3 software distributed on Blu-ray discs, motion pictures and television shows
distributed on Blu-ray discs, Blu-ray discs, Sony VAIO computers with 1.LINK™ ports, DTCP-
IP and/or Biu-ray drives, Sony KDL-32XBR950 television, Sony KDL-42XBR950 television,
Sony KDF-60XBR950 television, Sony KDF-70XBR950 television, Sony KDP-51WS550
television, Sony KDP-57WS550 television, Sony KDP-65WSS550 television, Sonv KDE-
42BR950 television, Sony KDE-50BR9IS50 television, Sony KDE-61BR950 television, Sony
KDS-R50XBR1 television, Sony KDS-60XBRI television, Sony VAIO i.LINK DVD+/-R
DL/DVD-+/-RW Drive External, Sony RDR-GX330 DVD player, Sony DRD-VX555 DVD
player, Sony DVP-NS9I00ES/B DVD player, Sony HDW-D1800 (with HKDW-105 board)
VTR, Sony STR-DAY000OES home theater receiver, Sony SCD-XA9000ES super audio CD
player, Sony VGX-XL3 VAIO digital living system, and Sony VGX-TP1 VAIO living room PC.

47, On information and belief, Defendants have been aware of the existence of the

‘370 Patent; but have nevertheless infringed the ‘870 Patent. Defendants’ infringement of the

-12-



‘870 Patent has been and continues to be dehberate and willful, thus rendering this case

“exceptional” as that term 1s set forth 1n 35 U.S.C. § 285.

DEMAND FOR RELIEF

WHEREFORE, Certicom demands entry of judgment that:

A Each Defendant has infringed and induced infringement of and contributed to the
infringement of U.S. Patent No. 6,563,928 and U.S. Patent No. 6,704,870:;

B. Each Defendant and any of its respective officers, agents, servants, employees,
subsidiaries, parents, attorneys, and all persons acting in concert, on behalf of, in joint venture, or
in partnership with each Defendant be enjoined from infringing, inducing to infringe and
contributing to the infringement of U.S. Patent No. 6,563,928 and U.S. Patent No. 6,704,870;

C. Damages be awarded to Certicom sufficient to compensate for Defendants’
infringement of U.S. Patent No. 6,563,928 and U.S. Patent No. 6,704.870;

D. Each Defendant’s infringement of U.S. Patent No. 6,563,928 and U.S. Patent No.
6,704,870 1s willful and dehiberate;

E. This case 1s an exceptional case pursuant to 35 U.S.C. § 285;

F. The damages awarded to Certicom be trebled pursuant 10 35 U.S.C. § 284 and
that Certicom be awarded its reasonable costs and attorneys’ fees incurred in connection with
this action pursuant to 35 U.S.C. § 285;

G. Defendants’ pay Certicom pre-judgment and post-judgment interest on the
damages awarded;

H. In the event a permanent injunction against future acts of infringement is not

granted by the Court, that Certicom be awarded a compulsory ongoing license fee; and

“13-



L Certicom be granted such other and further rehef as this Court may deem just and

proper.

Dated: May 30, 2007

Respectfully subnutted,

ROPFS & GRAY LLP

Y _ (AL / ? _ % C
Robert C. Morg gan fabed
Laurence S. Rogers

ROPES & GRAY LLP

1211 Avenue of the Americas
New York, New York 10036-8704
Tel.: (212) 596-9000

THE ROTH LAW FIRM
Carl R. Roth

Texas Bar No. 17312000
Michael C. Smith

Texuas Bar No. 18650410

115 N. Welhington, Suite 200
Marshall, Texas 75670
Telephone: (903) 935-16065
Facsimile: (903) 935-1797

Attorneys for Plaintiffs Certicom Corp. and
Certicom Patent Holding Corp.

-14-
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oy United States Patent

006563928
(10) Patent No.: US 6,563,928 B1

Vanstone ct al. (45) Date of Patent: May 13, 2003
(34) STRENGTHENED PUBLIC KEY PROTOCOL 5497423 A 1396 Miyaji e 38030
5,381,616 A 12/1996 Crandall ... ... 380/30

(75) Joventors: Scott A, Vanstone, Waterloo (CAY; 3,600,725 A 211997 Rueppel et al ... 3S0/30

Alred Jolhin Menezes, Waterioo (CA);
Minghva Qu, Waterloo (CA)

(73) Assignee: Certieom Corp., Oniario (CA)
(*) Notice:  Subjeet io any disclaimer, the term of this

patent is extended or adjusted wader 35
U.5.C. 154(b) by 0 days.

(21)  Appl. No.: 09/283,658
(22) Filed: Apr. 1, 1999
Related U.S. Applicatinn Datn

(63) Cominuation of application No. 08/649308, Aled en May
17, 196, now Pat. Neo. 5,933,50:.

(30) Foreign Application Priority Data

May 18, 1995 (GD) 9510035
(G It CL7 e HOA4L 9700
(32) US.Ch 3BG/36; 330/24, 33072835
(58) Field of Search ... 380728, 30, 44,

3804285, 277, 282; T13/170, 171, 130
(56) Refervnces Cited
U.S. PATENT DOCUMENTS

4,351 982 A 041982 Milter et al. .
4,905,829 A 9/1983 Rivestetal, ...
4,633,036 A 12/1986 Bellman et al. .
4,956,863 A DI950 Gosy oL
5,150411 A 571992 MNauier ...,
5,139.632 A 1041992 Crandall ..
5,271,061 A 13/1993 Crandal)
3272755 A 12/1993 Miyajictal 380430

~

.

5,299,263 A 3/1094 Beller et af. . 380730
5,4:42707 A 51995 Miyaji el al. .. 380730
5463650 A Y1995 Crandall ... VU 380730

3,025,692 A 41997 Nerzbery cf ol
53,724425 n 3/1998 Chang et ab ...

.. 38021
. 38135

3,761,305 A 6/1998 Vonstone et all .. L3821
5768333 A * 671998 Goldwasser et al. .. 380730
598,031 A 1999 Clapp ... TI3/IT)

OTHER PUBLICATIONS

Abdalla, Bellore,Rogaway;DHIES: An cneryplion scheme
based on the Dific~Hellman Problem Sep. 18, 2004, pp.
1-257

Trlbure, Elliptic Curver Cryplosysiems;too good o he true?;
Sep. 2001,pp. 220-225.7

Schrocppel,Oman,0’Malley; Fast Key cxchanpe wih
Eliptic Curve Systems; Mar. 31, 1995; pp. 1-9.*
Schacier; Applicd Cryptography;second editien, 1996, pp.
313-525,480—I81.*

* cited by examuner
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7 ABSTRACT

A cryptosystem vulizes the properties of discrete logs in
finile groups, cither in » public key message exchange o1 in
a key exchange and generation protocol. I the group
selecied has subgroups of relatively smal) arder, the message
may be exponcntiated by a factor of the order of the group
to place the message 1o a subgroup of relatively smail order,
To inhibit such substitution, the base or generaler of the
cryptosystem is chascn io be a generatar of a subgroup of
pome order or a subgroup of an erder having » number of
relatively small divisors. The message may be exponenliated
to cach of the relattvely small divisors apd the result checked
for the group identty. If the group identily 15 found, it
indicates a vulnerability to substitution and is 1ejeeted.

145 Claims, 1 Drawing Shect
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STRENGTHENED PUBLIC KEY PROTOCOL

CROSS-REFERENCE TO RELATED
APPLICATION

‘This application is a continuation of U.S. patent applica-
ton Ser. No. 08/649,308 filed on May 17, 1996, now issucd
as U.S. Pat. No, 5,933,504,

BACKGRQUND OF THE INVENTION

1. Field of the Invention

The present invention refales 1o public key cryptography.

2. Discussion of Related An

It is well known that data can be encrypled by unlising a
pair of keys, one of which is public and one of which s
private. The Keys are mathemastically related such that data
encrypled by the public key may only be decrypicd by the
private Key. In this way, the public key of a iecipient may be
made available so that data intended! for that recipienl may
be cperypted with the public key and only deerypied by the
recipivats povate key.

One well-known and aceepted public key cryptosystem s
that based upon discieie Jopanthms in Bntie groups. Difler-
ent finite proups may be used, fer example the multiphicative
group Z°, of integers mod p wheic pois o prime; the

multiplicative group of an aibiirary Gnite Held e.p. GF2" or =

an clliptic curve group over a hnite Held,

The discreie log problem uscd in such eryptosysiems is
based on ihe difficulty of determining the value of aninteger
x {rom the value of of, even wheie w is known. More
particularly, if «is an clement of G (which is considered to
be wniten mubtiplicatively} and f§ s a sccond clement of G,
then the discrete logarithm problem in G is that of deler-
mining whether there exists an integer X sueh that f=a”, and
if so, of determining such a value x.

The Difhe-Heliman key exchange protocol is widely
accepted and there are pumerous examples of smplementa-
tions of the Diffic-Hellman profocol in use around the world.

The Diffic-Hellman key apreement protocol is typically
stated as follows vsing as an example the finile grovp 7,
Setup

The protoco) requiies a base a that gencrates 3 large
numher of elements of the selected group G and a pair of
integers ¥,y thal are retained confidential by respeciive
correspondents A, B. Sclect a prime number p and let a be a
generator of the multiplicative growp Z ', i.c. the uroup of
mtegers modolo p.

The Protocol
1. Conuspondent A generates a sandom inteper X, com-
putes a” and sends this to conespondemt B.
2. Canespondent B geperates a random inieger y, com-
putes o and sends Lhis to correspontent A

3. A computes (oY =a™.

4. B computes (o} =a™.

A and B now share the coromon key a™ which may be
used as a secret Key in a conventional crvplosysiem. A
similar prolocol maybe vsed in a public key system, gener-
ally referred togas an El-Gamal protoco) in which each
carrespondent has a sccret key x and & public key .

The security of these protocoels scems to sest on the
iniraciability of the discreie logarithm problem in the finite
aroup G. 1t should also be noted that the protocol carties
over 10 any fnric group.

The applicants have pow secognized that untess the
generator o and the group G ase selected carefully then the
cxchange of informaton may be weak aod provide almosi
no scecurily.
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To cxphin the potential problem, consider the cryplosys-
lem deseribed above using ihe grovp 2. The modulus p is
public information that defines the eryplusysiem and can be
cxpressed as CQ+Y with 122 and | relatively small, This is
always possible since p is odd for Targe primes (i.e. t could
be 2).

Lel S be asubgronp of Z* of order 1 (i.c. it has 1 clements,
each of which 1s clement of Z.7) and lety be 2 base for S, ie.
ciach element of S can be expressed as an intepral power of
¥ and raising ¥y to an infegral power produces an clement that
is itsclf in the subgroup S. If exis a generator for 27, then
we can tuke y=a® withoul loss of gencrality.

I L is an actove adversary i the Key exchunge protocol
between two parties A and 13 then the attack procecds as
follows:

—

- Eintereepts the message o sent by A and seplaces it hy
(a)P=y" und sends it on to eniity B.

[£9)

. intereepts the message a¥ sent by BB and eplaces it
by (n)P=y" and sends it on 1o entity B

. A computes (7)Y =y™.

. B computes (Y '=y7.

. Although E docs not know the key v,  knows that the
commorn key 7 hies o the subgroup S of order 1 as y
is a gencrator of S. By definition ™ must produce an
clement in the subgroup 8. Since S is of order it has
preciscly t elements. If s small enough then E can
exhaustively check all passibititics and deducee the ke

Since E selects Q, t can always be taken to be 2 and so the
threal is practical.

A similor atlack may be mounted with cryptosysiems
using groups other than 2%, which will be valnerable if the
clement selected as a base or penerator gencrastes s subgrovp
which 1tself has a small subgroup of order t.

WL L

SUMMARY OF THLE INVENTION

Itis therefore an object of the present invention to provide
a wmethod for checkine if modification of messages has
occurred or in the aliernative some methad to prevent the
attack from being mounted.

In gencral terms, the present invention is bascd upeon
viilization of predefincd characleristics of the erder of the
subgroup.

In one aspect, the base of the cryplosyslein is chosen to be
a generator of a suburoup of a relatively Jarge prime order.
Substitution of 2oy other non-umt generator is of ne advan-
tage (o an altecker since it does not produce an element in
a smaller subproup that can be exhiustively searched.

lo anethes aspect, factors of the order of the group
generated by the base are used to ensure that the key docs not
lie in or has not been modifed to lie in o proper subgroup of
relatively small order, i.e. onc that may feasibly be cxhaus-
tvely searched by an imterloper.

BRIEF DESCRIPTION OF THE DRAWING

Ermbodiments of the invention will now be descnbed by
way of example only with reference to the accompanying
drawings, in which

FIG. 1 s a schematic representation of a data communi-
calion syslem,

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Refersing therefore to FIG. 1, a pair of conespondents,
10,12, denoted as correspondent A and correspondemt B,
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exchange information over a communication channel 14 A
cryptographic unit 16,18, is interposcd between cach of the
coreespondents 10,12 and the channel 14, A key 20 s
associaled with cach of 1he cryptographic units 16,18 to
convert plain lext camied between each unit 16,18 and its
respective correspondent 10,12 into ciphertext carried on the
channe! 14.

In opcration, a message pencrated by correspondent A,
10, is encrypted by the unit 16 with the key 20 and
transmiticd as ciphertext over channel 14 to the unit 15,

The key 20 operates vpon 1he ciphertext in the unit 18 to
vencrale a plaintext messape for the correspondem B, 12.
Pravided the keys 20 comrespond, the micssape received by
the correspondent 12 will be that sent by the correspondent
10.

b order for the systern shown in FIG. 1 to opurate it i3
necessary for the keys 2810 be identical and therefore a key
agreement profocol is established that allows the transfer of
information in a public manner o cstablish the dentical
keys. A pumber of protocols are avalable for such key
generation and most are vanzants of the Diffic-Hellman key
cxchange. Their purpose is for partics A and B to establish
a secrel session key K,

The system parameters or these protocols are a muliiph-
cative uroup G and a generator ain the proup G. Both G and
a are Known. Correspondent A hus private key x and public
key p,=o’. Conespondent B has private key y and public
key py=at. Conrespondent A and B exchanpe sespeelive
public keys and exponentiale with their private keys o
oblsin @ vominon session key a™

As noted above, the key exchange and therefore the
crpherient, is voinerable if ioterlopes E intercepls the trans-
mission of « and a* and raises cach to the power Q.

In a first embodiment, the attack is foiled by defining the
system parameters appropriately so that no advaniage is
provided 1o ihe interleper by performing a substitution.
Moreover, the base or gepcrator of the cryplosystem is
sclected so that tampering with the key exchange between A
and B can be delected.

By way of cxample, for a public key system using the
group Z', initially a subgroup S of 27 is selected which has
a pnme order. The subgroup S of prime order g will only
have subgroups of order 1 or the prirse q itself. For exanple,
if p is chosen as 139 then Z,. contains subproups of order
1.2,3,6,23 46,69 and 138. Of these, the subgioups of order
2.3 and 23 wrc of prime order.

Accordingly, if the base used in the public key system is
chosen lo be a generatot ¥ of 2 subgroup S of 27, of prime
order g ruther than a penerator x of 2 isclf, an attempi by
the nterloper to substitute o smaller subgrovp may be
readily detected.

For example, 34 is a generator of the subgrowp of order 23
in Z,34. Therefore the base is chesen to be 34 for key
exchange and generation.

The selection of the subgroup S of prme order q restricts
the interloper E To an cxponent of cither 1 or the prime g, i.c.
23 n the example given. If the exponent is chosen to be the
order q of the subgioup S then the message produced ffom
the geoerator of the subgroup exponentiated to q will be the
identity clement, i.e. 1 in the example given. Therefore one
or both correspondents may check the messape and if 0t
correspoads to the identity clement it is rejected.

Sclection by the intaloper E of the exponent to be 1 wil
of course not be of use as the disercic log problem will siill
be intractable and. provided the order of the subgroup is
suflicienily large a2 brute force approach 1s imprachical.
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h wall of course be understood that the example given off
p=139 is for iHustrative purposes only and thal in praciicat
implementations the prime p will be of the order of 107
and the order of 1he subgroup will typically exceed 1077

In a sccond embodiment, the order of the subgroup need
nat be prime and the apack s foiled by montioring 1he
reecived message. The order of the suheroup mayv therelore
have a pumber of smalt divisoss, 1,10 which are sulhiciently
small to render the eschange vulnerable, To foil such o
substituiion, a6 feast one of the conrespondents A B takes the
message received from the nihier correspondent, e o for §
or « for A and raisex the messupe 1o the power 1 for cach
small divisor of (p—1). I the resarltis 1t indicates that a new
value of the message may have been substituied, as ()9
mod (p-1) will always be 1. The Fact that the result is s
not delermioative that o substilption has been imade bui the
probability that {e"Y=1 for large valees of pis smoll. The
key exchanee can be terminated if the resultis Toond o new
key exchanpe inttiated. I with different values of private
keys X and y successive kev exchamges vicld o resolt of
when lested sbove, then it 1s axsumed that an inlerloper s
actively monitoring the data vxchange 2nd further commu-
nication is ferminated.

The determination of the value o™ may be made by
exponentiation of the message o wiub the possible valyes of
Uby un exhaustive search. Alternstively, given the order ol
the subgroup, vahres of the messape that vield the gioup
wensity con be tabulated and a simple companson made 1o
determine if the message s vulnerable.

As s \lird embodiment, the value of pis selecred 1o be of
the form 2q+1 where q is itself @ prime. The onty subgioups
of 27, have orders 1,2, and 2q. The gencrator of the
subgroup of order q is selecied for the key exchunge so that
‘I’ can only be 1 or q. M the subgioup of oider T s selecied
then the message ()€ will be the identity clement, ¢.p, 1,
and this con rcadily be checked. g will be scleciesd to be
relatively Jarge 1o render an attack on the discred log
problem unfeasible.

The above techniques provide o clear indication of an
attempt by an interloper to subslitute a subgroup amd a foil
that s readity implemented by 2 carefu) selection of e
pencrator and a check for the identity clement.

The above examples have utilized the grovp 2 but other
groups may be usced as noted above, for cxanple, 3o cHiptc
curve group over a finite field, In the case of an ¢llipiic curve
over the ficld F etements where p is a prinie power, there
is an elliptic curve group G for cach integre) order lying
between p+1-2vp and p+1+2vp. With high probability,
there is o poitue g lyiog in this interval and by sclecting this
elliptic curve pgroup, G,, of order q for wvse in the
cryptosystem, the group G, wili cnly have subproups of
order 1 and the prime q fiself. Accordingly, sclection of the
group G, will avoid subsliluboo of subproups of relatively
small order and any aticropl at substitutios will not yield any
benefis 1o the interdoper.

A patticvlorly convenient fnite held is the ficld Fum
which may be wvsed for the generation of cliptic arrve
Sroups.

As an allernative approach o the selection of a group of
prime order, the order of the elliptic curve may be chosen of
order n, where n s oot a pAime and messages are monitored
by at lcast onc of the correspondents. The integrity of the
message is verificd by raising the message to the powet d for
cach smalt divisor d of the order n. In this case, if the result
is the geoup identity, typically O, then it is assumed that a
substitubion has been made and the transmission is tenni-
nated.
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Avain, therefore. a yroup 18 selected that is cither of prime
orduer 1o inhibit substilution or a group is chosen 1o have an
arder with small divisors. In each case, substitution can be
checked by monuoring the message by at least one af the
correspondernts,

Simiar considerations will apply in other groups and
carciul selection of the order of the proups unlized will
provide the benefis deseribed above.

Ap alernstive attack that may be vithzed is [nr the
incrloper E 1o substitule a new messoge U for that tins-
miticd from A ta B and vice versa.

The new muessage ¢ s chosen 1o e an clement of a
subgrovp S of the growp G of low order. e, a relabively
small number of clements. When B receives the messape ¢
he cxponentiates 3t with his secret key y 1o genesate the
session Kev. SimiJarly, when A receives the message ¢ he
cxponentiates it with the secret key 8 o generate the session
Key.

Expenentistion of an cleinent of a subgroup will produce
an clement within that growp so thal the session Keys
geaciated by A and B he in the subgroup S.1f S s of
relatively low order, there is a reasonable chance ihat the
keys genrsted by A and B will be identical. In that case a
miessage encrypled with the session key may b intercepted
and the small number of possibilities that exist Jor the key
can be ined by E.

H the Keys are notl ddentical then tbe fathuire wijl be
attribuied o system crrors and 2 new atiempt will be made
to establish a key. This provides E with o further opportunity
w0 substitute 3 dillerent element of the subficld § in the
wansmission with a rcal probability that a corespondence
will be established. Because of the relatively smail number
of possible clements, the pessibiliies may be exhausted and
a correspondence made within the aormal operating param-
clers of the system.

To overcome this possibility, the order of the group s
selected 1o bave factors that are either large prmes or
provide mivial solutions that disclose themselves upon
simple exainination. In the case of the group 7, @ suitable
form s for the value of the modulus p 10 be of the form
2qg'+1 where ) and g are both large pnmes. ‘The subgroups
Sof 27, will be of order 2, g o1 . Adopling a subgroup of
order 2 will piovide only two possible clements which can
readily be checked and, if presemt as the session key, the
sesston can be termivated.

The values of g and g' will not be readily ascertained due
to the difficully of factoring the products of large primes.

Even if an exhaustive attack on (he subgroup of order ¢ or
q' is viable for E, such an attack will reveal itself by a Jarge
number of repeated atiempts at establishing communication.
Accordingly, an upper liont may be established after which
coprmunicalion will be terminated. The approprate number
of attempis will be based oo the factors of p-1 and the nature
of the comrunication systermn.

Aupain, therefore, the attocks by E can be resisted by
checking for values of the session key that are indicative of
the vulncrability of the session and by sppropnate sclection
of the order of the group. It will be recognised that seleclion
of the modulus of the form 2g+1 as excrplified in the third
cmbodiment above provides the requisite robustnesss for
restsliog a substintion aftack by E.

These techpiques are also effective 1o prevent intesloper E
from takiog a known public key @, raising it w an appro-
priatc power such that «®% is in 3 small subgroup. The
intcrloper can then determine aQ, and use this as his privale
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key. There are situations where the interlaper can use this to
impersonate conrespondent A and also vonvinee a certifying
authority {0 certify the public key «®@ since the interloper E
can prove he kpows aQ.

In the abnve examples, the checking for clements lying in
subgroups nf relatively small order bas been performed by
exponentiating, the message 1o the power ol the small
tivisors of the order of the group. An altemative method
which will spdicate whetber ar not the message lies in 2
proper subgroup, without necessurily identifying the order
of the subproup, 15 10 exponentiate the message to the order
nfp where s the erder of the group G and p ranges over ol}
prime divisors of oo othe sesultis the group dentity (1 in
the vase of Z,) then it indicates that the niessage does ie i
a subgrovp. Depending upon the sirategy used to determine
the order of the group G, 1S possible cither 1o reject the
message or to fest further 10 determine the order of e
subgioup.

What is clamed is:

1. A method of determinng the inteprity of 3 rpessape
exchanged between a pair of correspondents, said message
heing secured by embodying suid message s funciion of
ot where ¢ ks an clement of a finite growp S of arder g, said
method comprising the steps of at feast one of the corre-
spondents reeeiving public mformation o wlere X is an
interes selected by asother of safd correspondents, deter-
mimng whether sad public information a lies within 2
subgroup of § having less thun a predetermined number of
clements and rejecting messages atilizing said public infor-
mation if said public informaiton hes within such a sub-
g[OUI],

2. Amethod according to clarm 1 wherein said order q s
1 prime number

3. A method according te claim 2 wherein said message
is a componenl of a session Key «™ where v s an inleger
sclected by said one correspondeni.

4. A mcthod secording to clsim 1 wherein said grovp 15 a
mujtiplicative group Z° of integers med p where p is a
prime.

5. A method according (o clatm 4 wherein s31d modulus
p is of the form 2r+] and 1 is 3 prime.

6. A method according to claim o whervin said modubus
pis of the form o'+ and rand 1 are sclatively Jarge primes.

7. A method according lo claim < wherein said message
1s exaomned by operating vpon said public information by a
value Fwhere Uis a divisor of i and detenmining whether the
resulant value cortesponds o the proup identity.

8. Amethod according to claim 4 wherein said group S is
a subgroup of a group G of order n.

9. A meibod according to claim 4 wherein said message
15 a4 comnponent of a session key o™ where y s an integer
selected by said one cortespondent.

18. A method according to claim 9 wheiein said message
15 examined by aperating upon said public information by a
value t where Uis 3 divisor of g and determining whether the
resultant value correspoods 1o the group identity.

11. A method accarding to clim 4 wherein said modulus
pis of the form 2ir'+1 and 1 and 17 are prime.

12. A metbod according to claim < wherein said group G
is an clliptical curve group over a finite hicld Fom.

13. A method according to claim 12 whercin said message
is examined hy operating wpon said public informatdon by a
vaJue ¢ where 1is a divisor of n and deferminiog whether the
resuitant value cortesponds 1o the group wentity.

14. A method sccording, to claim 13 wherein said message
15 2 component of a session key o™ wheie y is an joteger
selected by said ane correspondent.
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15. A method according 1o clatm 14 wherein said message
is examined by operating upon said public information by a
value t where s a divisor of n and determining whether the
resullant value corresponds to the proup ideplity.

16, A mcthod according to claim 1 wherein sakd group is
a multiplicative group of a finite fuld.

17. A method according 1o claim T wherein said group is
an cHliptical cerve growp over 3 finite ficld,

18. A method according to cloim 17 wherein said proup §
1 2 subgroup of a growp G of order n.

19. A method sceording to clnm 17 wherein said message
% a component af a session key w0 where v is an integer
selected by said one varrespondent,

20. A method according to claim 1 wherein soid grovp is
over a fione ficld Fon

21. A methotl according ta clanm 20 whurein satd group is
an clliptic curve group.

22 A method sccording to claim 21 wherein smid messape
is cxamined by operating vpon said pubhc information by
value t where s a divisor of q and determining whetler the
resultant value corresponds o the gioup jdentity.

23, A method according to clann 21 wherein said message
15 2 component of a sessjon key a™ where v 13 an inleger
sclected by said one correspomdent.

24, Amnethod according o clanm 23 wherein said message
is examined by operating upon said public information by a
value 1 where tis a divisor of q and determming whether the
resultant value corresponds to the group ideniity.

25 A muthod according 1o claim 19 wherein said message
is examined by operating upon said public information by a
volee t where Vs o divisor of g and determining whether the
resuliant value corresponds to the group denuly.

26. A mcthod according (e claim 1 wherein sard messape
is a component of a session key @™ where y is an integer
sclected by said one correspondent.

27. A method according to claim 26 whercin said message
15 examined by operating wpon szid public information by a
value t where tis a divisor of g and determining whether the
resultant value corresponds to the grouwp identity.

28. A method according to claim ] wherein said message
1s examined by operating upon said public information by a
value t where tis a divisor of q and deteymining whether the
resultant value corresponds to the group ideniity.

29, A mcthod according to claim 28 wherein a plurality of
values of 1 are utihzed and each resultant value compared to
the group identity.

30 A method according to claim 1 wherein said delermi-
nation incledes the step of operating on said message by an
opcrator g/p where q is the order of the group S and p ranges
vver all pnme divisors of 4.

31. A method according lo claim 1 wherein said group is
over 2 finite feld.

32, A method of determining the integnty of a message
exchanged beiween a pair of correspondents, said message
being secured by embodying said message in a function of
a” whese a is an element of a finite group S of vrder g and
said group S is a subgroup of a Bnite group G of order n, said
method comprising the steps of at feast one of the corre-
spondents receiving public information a”™ where x is an
infeger selected by anolher of sawd comespondents, deter-
mimng whether said public information o les within a
subgroup S of G having Jess than s predetermined number
of elemens and rejecling muessages uwtilizing said public
information i said public mformation hes within such a
suhgroup.

33, Amethod according to choim 32 wherein g s @ pome
numbcr.
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34. A mathod accerding to claim 33 wherein said deter-
minalion is made by operating on said message by an
aperator n/p where poranges over all prime dJivisoss of n.

35. A mietbud according to clyim 34 wherein said opera-
tion includes exponentistion of said message @nd soid deter-
minaljon 15 made hy examination for a group identity.

36. A method according to claim 33 wherein said message
is examined by opcrating upon said public information by a
vitlue twhere tis a divisor of n and determining whether the
resuliant value corresponds to the grovp wentity.

37. A method aceording to cluim 33 wherein said inessage
15 2 componend of a session key a™ where y s an mteger
selected by said one correspondent.

38, A method according to claim 37 wherein said message
15 3 component of a sessien key @™ where y s an integer
sclected by said one comespendent.

39. A mcthod according o claim 33 wherein sind group G
i 2 multiplicative group of o Boie ficld.

0. A method accordimg 1o claim 33 wherein said group G
Is U _mulliplic:uli\’c group Z2° of integers mad p where pis
d prime.

41, A method aceording 1o eloim 38 wherein said message
15 examined by opersting upon said public information by a
value L where Uis o divisor of noand determining whether the
resultant value corresponds 1o thie gioup dentity.

42, A method according to claim 4% wherein said message
is & component of a session Key o where y is am integer
selected by said one cenespondent.

43. Amethod according to cloam 42 wherein said message
i5 exanined hy operanng upon sajd public infoirnation by a
value twhese s o divisor of n aod determining whether the
resuliant value corresponds to the growp identity.

4. Amethod according to clatm 48 wherein saxd modulus
p is of the form 2141 and 1 is a prime.

45. A method according to claim 33 whercin said gronp G
15 an cllipiical curve group over a finie field.

46 A method according to elaim 45 wherein said message
is examined by opersiing upon said public information by a
value bwhere Uis a divisor of nand determining whether the
resultant value corresponds to the group identity.

#47. A method according to ciaim 45 whercin said message
is examined by operaling Upon said public information by a
value | whese tis a divisor of n and determiniop, whether the
resuliant value corsesponds to the group identity.

48. A method according to chaim 33 wherein said group G
is an elliptical cusve group over a finite ficld .-

492. A method according to clain 48 wherein satd message
is examined by operating upon said public information by a
value t where Uis o divisor of n and determining whether the
resultant value cortesponds o the giowp identity.

S0 A methed sccording to clain 48 whesein said message
is 2 compunent of a session key o™ where v is an integer
sclected by said one correspondent.

51. A method according to claim 48 wherein said rmessage
1s examned by operating upon saxd public information by 3
valve twhere tis a diviser of o and determining whether the
resullant value corresponds to the group identity.

52. A method sccording to claim 33 wherein said group is
over a fipite field.

53. A method of establishing v sussion key for encryption
of data between a pair of correspondents comprising the
steps of one of said correspondents selectipg a finite group
G, establishing a subgroup S having an order g of the proup
G, determining an clement a of the subgroup $ 1o generate
greater thon a predetermnced number of the g cdements of the
subgroup S and utilising said clement « to geoesate a session
key at s2id one correspondent.
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54. A method according to claim 53 wherein said order g
ol said subgroup S is a pnme.

55. A methad sccording to claim 533 including the step of
receiving at one of said correspondents a message a”, where
X 1s an integer selected by an other of said comrespondents,
exponenuating said message « o a value t where s 3
divisor of the erder of the subgzroup, comparing a resoliant
value «™ to the 2roup identity and prevensing, establishment
of smd session key af said value corresponds 1o 1he group
identity.

56. A method according to chum 535 wherein a plurslity of
values of tare wiilized and each resultant value compared 1o
the provp identily.

57. A mcthod according to ¢laim 55 wherein smd messaze
is examined by vperating vpon said peblic information by a
vialue 1 where tis o divisor of g and determining whether the
resultant value corresponds 1o the group wdentity.

58 A method according to cluim 53 wherein said order of
said subgroup is of the form utilising un integral number of
a product of a pluiabity of large primes.

52. A method according to clanm 58 whetcin the order of
s01d subgroup is of the form i where o, 1 and 1 are cach
integers and 7 and 1 are cach prime numbers.

60. A method according to claim 5% wheeein o has @ value
of 2.

61. A mcthod according 1o clmm 53 wherein said sub-
eroup is selected to have an order that 3s 1o be a function of
the product of a pair of primes r,r and said clement a is o
senvrator of a subgroup of en order of one of sa1d primes 1,r.

62. A method according to ¢lzim 33 inchuding the siep of
determining whether jnformation received by enc of the
correspondents shoring sand session key les within a sub-
group of S having less than o predetermined number of
clements and rejecting said inlermation if il lies within sach
a subgroup.

63. Amethod according to claim 53 whercin said group is
an elliptical cerve group G over a finite freld.

6d. A method according 1o ctayim 63 wherein said elliptic
curve group is over the finite field F, where p is a prime
power.

65. Amcthod secording to claim 53 wherein said group is
over a fintle field Fa-.

66. A method according to chaim 65 wherein ssid group is
an clliphic curve group.

67. A method accordiog 1o claim 66 wherein the order g
of said subgroup S is prime.

68. A method of establishing a session key of 1be form o™
‘for cocryplion of data benween a pain of correspondents
having respeciive private Keys x, and ¥ comprising the steps
of selecting an elliplic curve over a ficld of pnme order p
baving p clements, said ellipnc curve having a prime order
q, to provide q points on the curve, determining an ¢lement
aof a group G comprising saxd g poinis to generate the g
clements of the growp G ond whlising said clement a 1o
generate a session key of the form o™ ot vach correspondent
where x Is an inleger selected by one of the correspondents
and y 1s an integer selected by apother of said
correspondents, whereby the order of the curve g is selected
such that the ntraciabibity of the discicte Jog problem
inhibils recovery of the private keys x or y.

69. A metbod according to claim 68 including the step of
onc of said comespondents determiniog the nwmber of
clements of the group G and terminating establishment of
said session key if said number is less than a predetesmined
number of clements.

70. A method according 1o cluim 68 including the step of
onc of said correspandents determining if the information
recejved from the other conespondent coriesponds to the
group identity.
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71. A incthod according 10 claim 68 including the siep of
checking that said order q is prime.

72. A method sceosding 1o claim 71 wherein said order g
is greater than 1079

73. A method of establishing by way of a discrete Jog key
agreement scheme a session key for eocryption of data
between a pair of correspondenls comprising the sicps of
selecnng a finite group G, establishing a subgroup S having
ap order g of the group G, delermining an clement « of the
subgroup S to generule greater thap a predetermined number
of the q clements of the subgrovp S and unilising said
clement o to peneraie a sesston key al cach corespondent.

74 Anethod according to claim 73 wherein cach of said
carrespondents have respective privite Keys x and v and said
session key s of the form a™.

75, A method according 1o claim 74 wherein sand sub-
group S is of prime order,

76. A method according o claim 75 wherein ab least one
of said cosrespondents ascertains whether informalion
reeeived fram said ather comespondent corresponds 1o 1he
vroup ideniity.

77. Amethod according to claim 74 wherein said group G
15 an elhphc cerve group.

78. Amcthod of establishing & session key for encryption
of data between a pair of conespoadents comprising the
steps of selecting @ Gnite feld of arder n, establishing a
subgsoup S having an order g of the mulliplicetive oroup of
the fAindie ficld, determining an clement a of the subgroup S
lo generale preser than a predeiermined number of the g
clemnents of the subgroup § and utilising satd clement a 1o
generate a session key 2l cach cosespondent.

79. A methad according 1o chaim 78 wherein sajd opder g
af said subgroup S 1s a prime.

50, A method accordipy to clarn 78 wheren said order n
is a prime of the form 2q+1 and g is prme.

81. A method according to claim 78 wherein said order n
is 2 pnme of the form rg+) and r is small and ¢ s prime.

82. A methud according to claim 78 wherein saud order n
i 2 prime of the Jorm 2gq+1 and q and ¢ are prime.

83. Arnethod aceording 10 claims 78 wherein said order n
15 a prime of the form rqg™+1 and ris small, and g and g are
prame.

84. A methud according 1o claim 78 wherein said arder n
is a prime of the form 2qq*+1 and q is prime and q' s the
product of a plurality of Targe primes.

B5. A method zccording 1o claim 78 wherein said order n
is 3 pnme of the form rqq+1 whete ris small, g is prime, and
q' 1s the produci of a plurality of large primes.

$6. A method of esiablishing a session key for encryption
of data between o poir of correspondents comprising the
steps of selecling an cliptic curve proup of order n aver a
fnite fiekd, establishing a subgroup $ having an order q of
the ciliptic curve growp, determining an vlement a of the
subgroup S to gencrate greater than x predetenmined pumber
of the q clements of the subgroup $ and unilising said
clement @ 10 generale a session key at each corespondent.

87. A method according 1o claim 86 wherein said order q
of soid subgroup S is 2 prime.

8. A metbod according o cluim 86 wherein said finite
field is 3 fnite field F,.

89_ A mcthod according 1o claim 88 wherein said order q
of sard subgroup S is a prime.

90. A method according o claim 86 wherein said finite
fickd is a fmte feld oo

1. A ethod acconding o elaim 90 wherein said order g
of said subgroup S 15 a prime.

92. Amethod of cstablishing a session key for encryption
of dala between a pair of correspondenis comprising the
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steps of sclecting a group of order noover a bnie icld,
establishing a subgroup 8 having an order g of said group,
determining an clement « of the subgroup S to generale
greater than a predeteemined number of the g elements of the
subgroup S and utilising said clement « to generate a sesston
Key at cach corespondent.

93. A methed avcording to claim 31 wherein sad order g
of saii subyroup S is a prime.

94, A method of establishing by way of a discrete Jog key
agreerment scheme 3 session key for encryption of data
between o pair of correspondents compnsing the steps of
sclecting a finite ficld of order n, estabhishing a subgroup S
havine an order ¢ of the group G, determining, an element a
of the subgroup S 1o generaie preater than a predetermined
nmumber of the ¢ clements of the subgroup S and vtlising
said elerment o to generate a session key al each correspon-
dent.

95. A method aceording to claim 94 whercin suid order g
of said subgroup § s a pome.

26. A mueihod according to claim 94 wherein said order g
of soid subgroup § is a prime.

97. A method aceording to elaim %4 wherein said order n
is a prime of the form 2g+1 and q is prime.

98. A method according, to clairn 94 wherein sajd order n
is 2 priipe of the form g+ and s small and q 15 prime.

99. A muethod accorhing 1o clarm 94 wherein said arder n
is a prime of the Jorm 2qq'+1 and q and ¢ are prime.

HID. A muthod according 1o claim 84 wherein said order
nis a prune of the form rqg'+1 and r s small, and g and ¢
afc prime.

101, A mcihod aceerding to claim 94 wherein said order
nis g priine of the form 2gg7+1 and g is prime and ' Js the
product of a plorality of [urge pnmes.

112, A method according 1o claim 94 wheren smd order
i s a prime of the form rg'+ 1 where 1 s small, q is prime,
and q' 33 the product of a plurality of lasge primes.

103. A method of cstablishmg by svay of a discicte log key
agicement scheme  session key for encryplion of data
buetween a pair of correspondents compnsig the steps of
stlecting an clliptic curve group of order np over a finite field,
establishing a subgroup S having un order q of the elliptic
curve group, determining an elemenl a of the subgroup S 1o
gencrate greater thap a predetermined number of the g
elements of the subgiovp S snd vlilising said element 1o
generale 3 session key at each corespondent,

104, A methed aceordmg 10 claim 103 wherein said order
q of saw subgroup S is a pnme.

105. A method according to claim 103 wherein smd finite
ficld is a finite ficld F.

106. A method according, 1o claim 105 wherein said order
q of said subgroup S is a pome.

107. A method according to ciaim 103 wherein said finsie
fhield is o findte ficld Fo-

108. A method accordiag to claim 107 wherein smd order
q of sawd subgroup S is a pnme.

10%. A mcthod of cslablishing 3 session key of the form
a™ for encryption of data between a pair of correspondents
havipg respeciive private keys x and y compnsing, the steps
of sclecting an ciliplic curve group of order n over a hinite
fickl, establishing » subgroup S having an oider g of the
elliptic curve proup, delermining sn clement @ of the group
G 1o generate the q elements of the group G and wibising said
clement oo generate 2 session key of the form a™ at each
corespondent where X is ap joteger selected by one of said
carrespondents and y s an anteger selected by another of
said correspondents.

110. A method according to chaim 109 whereio said Boite
field is a finite field F .
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111. A method according to claim 316 wherein said order
q of suid subproup S 1= a prime.

112. A method according to claim 109 wherein said finite
field is a Bnite field Fam

113. A mehod according 1o cham 112 whercin sard order
g of said subgroup § is a prime.

114 Amethod of eslablishing by way of a disercte log Key
agreement scheme o session key for eperyplion of data
between i pair of corespondents comprising the steps of
selecting an clliptic curve over o ficld of prime nider p
having p elements, said elliptic curve having a prime order
q to provide ( poinls on the curve greater than o predeter-
mined pumber ol points sufficient to avosd vulperability in
a cryplographic systemn, defermining an clement a of the
proup G 1o pgenerate the g elements of the growp G, and
utilising said clement a in penerate 3 sessinn key al cach
correspondent.

115. A methed according to claim 114 including the step
of checkine that sawd order ¢ is prime.

116. A method according to claim 114 wherein said order
q is greater than 107,

117, A method of estabhshing by way of a discrete Jog key
agreement scheme a session key for encryption of data
between a pair of cortespondents comprising the sicps of
selecting a group G of pnme order g over o tinie field,
detesmining an clement a of the group G w sencerate the ¢
clements ol the group G, and ublsing sard clement a to
generale a session Kev at each correspondent.

I18. A method according 1o claim 117 including the step
of cheeking that suid order q s prime.

11%. A method of establishing a session key of the form
o' tor encryption of dita betwween a pair of comespondents
having respeclive prvale keys x and v compnsing ihe steps
of selecung a group G of prime order g over a finite feld,
determining a0 efement a of the group G to generate the q
clemenis of the gioup G and utilising said clement @ to
generate a session key of the form o™ al cach corespondent
where X 1s an integer seleeted by one of said correspondents
and y is an integes selected by ancther of satd conespon-
dents.

120. A method according 1o claim 119 incleding the siep
of checking thai said order q is prime.

121. A methoed according te clnm 119 wherein said order
q is greater than 1077,

122, Adiscrete log based key agrecment system to permit
a mussage to be exchanged bethween a pait of conespondenis
1w a data communication system, said system utilising a
group G of order nand having 2 generator and wherein sajd
mussuge is secured by embodyiog said message in 2 funclion
of x where ¥ is ap infeger, said system having a predefined
parameter of a intte prowp S of order g, which is a subgroup
of the group G and itself has no sub groups with [css than a
predetermined number of elements sufficient to avoid vul-
nerability 1p u cryplographic sysiem.

123. A system accordiog to claim 122 wheiein at Jeast onc
of said correspondents includes a2 moniter to delermine
whelher said messape coriesponds 1o a group identity.

124, A cryplographic unit for use in a data communicahion
system established between a pair of correspondents
exchanging publie information across a communicatbien
thannel by way of u public key encryption scheme operating
in a finite group G, said unit including a menitor to receive
public information {rom one of said correspondents and
examnine xaid public information lo determine whether i lies
within a subgrouvp S of giovp G having less than a prede-
termined number of elements.

125. A method according 1o clmm 32 wherein sand deter-
mination is made by operating on said message by an
operator n/p where p ranges over all pnmce divisors of n.
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126. A method according to clim 125 wherein soid
operation includes exponentiation of said message and said
determination is mide by examnation for a group identily.

127. A method sccording to claim 32 whetein sind mes-
sage is examined by operating upon said public information
by a value Ewhere tis a divisor of nand determining whether
the resshtant value corresponds to the group identsty.

128. A method sccording 1o claim 32 wherein said mes-
sage 1s a component of 1 session key o™ where y is an
mteger selecied by said one correspondent,

129. A mcthod according to claim 128 wherein said
message is examined by operating vpoen sard pubhic inlor-
mation by 2 value twhere tix a divisor ol g and determining
whether the resultant valoe corresponds to the group iden-
1y.

1300 A method according 10 claim 129 wherein said
message is exmmined by opersting upon said peblic infor-
mation by 2 valoe Lwhese tis a divisor of g and determining
whether the resultant value corresponds 1o the uroup iden-
nty.

131. A method according 1o claim 32 wherein said mes-
sape Is 3 component of a session key o where v s an
inteper selected by said one correspondent.

132, A method according to claim 131 wherern soid
messepe 15 examined by operatng upon smd pubhe infor-
mation by 3 value t where s o divisor of 0 ond dewrmining
whether the sesnltant value correspands to the proup ien-
uly.

133, A method according 1o chim 132 wherein sand
message is examined by vperating upon said public infor-
mation by a value t where 1 is 3 divisor ol n and delenmining
whether the resuliant vajue corresponds lo the growp iden-
tty.

134, A method according to claim 32 wherein saxd grosp
G is a multiplicative growp of o finite ficld.

135_ A method according 1o clarm 32 wherein sard group
G iS'B muliiplicative wroup Z, of integers mod p where p s
3 prime.

H)
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136. A method according to claim 335 wherein said
message 15 examined by operating upon said public infor-
mation by a value twhere tis a divisor of n and delermining
whether the resultant value corresponds to the proup iden-
tity.

137. A method uceording to claim 135 whercin said
message 18 3 component of a session key o where v is an
inteper selected by smd one correspondent,

138. A mcthad according to claim 137 wherein said
message is examined by operating upon said public inlos-
mation by a value t where s a divisor of n 2nd determining,
whether the resultant value corresponds 1o the group iden-
Hly. N

139, A mcthod according 10 clam 135 whercin suid
modulus p is of the form 241 and 1 35 3 prime.

140, A miethod according to claim 32 whercin said group
G is an clliptical curve grovp over a finite Jicld.

141. A method sccording to claim 140 wherein said
message is examined by eperating upon said public inlor-
mation by u value twhere tis a divisar of n and determining
whether the resultant vilue corresponds e the growp iden-
lty.

142, A method according o claim 140 wherein said
mussage 3s 3 component of 3 session key o where y is an
inteper selected by said one correspondent.

143, A method sccording to claim 11 wherein said mes-
sage is examined by operating vpon said public information
by a vaJue Uwhere Cis o divisor of n and determining whether
the resuliant value correspends to the prowp idenmty.

144, A method avcording to claim 32 wherein said group
is over a finite ficld.

145, A method according 10 cluim 17 wherein said mes-
sage s examined by operaling upon said public information
by avalue 1 where 1)s a divisor of g and determining whether
the resullant value corresponds to the group ieelity.
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1
DIGITAL SIGNATURES ON A SMARTCARD

This application is a continuation of U.S. continuation-
in-past spplication Ser. No_ 09/434,247 and chims prionty
from W.S. apphication Ser. No. 08/632,845, now U.S. Pal
No. 5,999,626,

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to methods and apparatus
for penerating digilal signatures.
2. Disewssion of Related An

It has become widely aceepted to conduct transactions,
such as finoncial ransactions ar exehanpe of documents,
clectronicatly. In erder 1o verity the 1ransaction, it is also
well known fo “sign” the fransaction digitally so that the
authenticity of the fransaction van be venibed. The signaturce
is performed wecording Lo a protocol that wtlizes the
message, Le. the transaction, and 3 secret key associated
with the parly. The recipient can verify the signature using
a public key of the signing party to recover the message and
compare il wiih the transmitled messoge. Any aliempl lo
tamper with the message or to use 3 key other than that of
the signing panty will result in an incompatibility between
1the senl message and that recovered from the signatuie or
will fail to identify the party correclly and therehy dcad 10
sejection of the transaction.

The signature mvst be performed such that the signing
party’s secret key cepnol he determined. o avoid the
complexity of distributing sceret keys, it 15 vonvenient fo
ublize a public key encryption scheme in the generation of
the signature. Such capabibities are uvailoble where the
transaction s conductedt between parties having access 10
telatively large vomputing resources but it 1s equally mmpor-
tant lo facilitale such transactions at an individual level
where more limited compuling resourees are available.

Auvtomated teller machines (ATMs) and credil cards are
widely used for personal tiapsactions and as their use
cxpands, so the need 1o \.’c:ij'y such lransachions Increases.
Transaction cards, re. credit/debil cards or pass cards are
pow svatlable with limited vomputing capacity (so-called
“Smart Cards”) but these do not have sufficient compuiing
capacity to implement existing digital signature protocols in
a commercially viable manner.

As noted above, in order to generzte a digital sigpatue, it
is necessary to utilize 3 public key eneryption scheme. Mos)
pubtlic key schemes are based on the Diflie Helman Public
key protocol and a particularly popular implementation is
that known as DSS. The DSS scheme ulilizes the set of
intezers Zp where pis a large prime. For adequaie security,
p musl be io the order of 512 bis slthough the resuliant
sigpature may be reduced med q, where q divides p-1, and
may be in the oster of 160 bits,

The DSS protoco] provides 3 signatwe composed of two
componenls 1, 5. The protocel requires the selechon of a
secrel random integer K referred to as the session key from
the ser of integers (01,2, .. . g-1), ic.

k{002, .. q-l}.

The component 7 is then computed such thiu

r={}'med p} mod g
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where 3 s o penerator of g.
The component s 1s computed as

5 -0 () +ar] mod g

where m is the message to be ransmtted,

h(m) is a hash of thut message, and

118 the private key of the user.

The signature associuted with the message s then s
which may be used to verify the ongin of the message Trom
the public key of the user,

The volue ¥ is computationally dificlt for the DSS
implenmeatation as the exponenliation requires muliiple mul-
tiplications mod p. This s beyond the capabilities of
“Smart Card™ in a commuercially aceeptable time. Although
the computation could be cempleted o ibe assoviated ATM,
this would require the disclosure of the session Key k wihe
ATN and therefore render the private key, a, vulnerabie.

Il has been proposed 1o precompute % and store sets of
vahes of 1 and K en the card. The gencration of the signature
ihen only requires two 160 bit multiplications and signing
can he completed within % second for typieal spplications.
However, the number of sets of valves gtored hmits the
number of uses of the card before ciiher relonding or
replacemnent is required. A prohlem that exists therefore 1s
how to gencrate sufficient scis of values within the storage
and/ar computing capacity of the canl.

Ounce possibility is to use a smaller value of p but with the
DSS scheme this will jeopardize the security of the trans-
action.

An sllemnative encryphon scheme that provides enhanced
security ol relatively small modulus is that wtilizing cliiptic
curves in the finite ficld 27 A vahue of m in the order of 155
provides securily compauiinble to a 312 bt modulus for DSS
and therefore offers significant benefits in implementation.

Diffic Helman Public Key encryplion ulilizes the proper-
ties of discrete logs so that even if a generator 3 and the
exponentiztion 5 i known, the value of k cannot be
determined. A similar property exists with ellipiic curves
where the additton of two points on a vurve produces a third
point on the curve. Similarly, multiplying any poiat on the
curve by sn inteper R produces a further point on the curve.
However, knowing the starting poinl and the end point docs
not revea) the value of the integer 'k’ which may then be
used as a session key for encryption. The value kP, where P
is an inital known poini, is therefore equivalent lo the
cxponeniiation f¥.

In order to peiform a digital signature on an elhiphic cnrve,
i1 is necessary to have available the session key k am? a vatue
of kP referred 10 as 3 “session pair”. Each signature uiilizes
a different sesston pair k and kP and slthough the represen-
tstion of k and kP is relatively small compared with DSS
implemeniations, ke practical limits for "Smart Cards™ are
in the order of 32 signatwes. This is not sufficiem for
cosmmercial purposes.

One solution for both DSS and clliptic curve implemen-
iations is to stofe pairs of signing elemenis k, kP and
combitic stored pairs to produce 3 new session pair. For an
clliptic curve application, this would yield a possibie 500
session pairs from an imtw! giowp of 32 stored signing
clements. The passibiliics would be more limited when
using DSS because of the smaller group of signing clements
that vould be stored.

In ordet 10 compute a new session pair, k and kP, from a
pair of stored sipgning clements, it is necessary to add the
values of K, e.g. k;4k,~k and the values of kP and kP 10
give a pew value kP In an elliptic curve, the addition of twe



UsS 6,704,870 B2

3
points 1o provide a third paint s performed according 1o set
forrmula such that the addition of a puinl k.P having coor-
dinates (x,y) and a point k,P having coordinutes (x,y.)
provides a paint koP whosc x coordinute x5 1= piven by:

no¥e

dtr =

Nerno

ATR RN

RINCRS]

TFhis computstion snay be stpnificamly simplificed using
the normal basis represemation in a ficld F27, ox set ont
more fully in our PCT Apphication Seral No.

PCT/CA9500432, the vantents of which are incosporased
herein by seference. However, even using such advanta-
peous technigues, it s stifl necessary to uhilize a finiwe ficld
multiplicr and provide suflicicnt space for code to perform
the computation. This is oot feasible withm the practical
hmits of available “Smart” cands.

As noted above, the ATM uwsed in ssseciation with the
card has sullicient computing power 1o perfonm the compu-
lation hut the transfer of the coordimates of K, P and K.P from
the card 1o the terminal would jeepardize the integrity of
subsequent digital signatures as two of the stored signing
elements wouhd be known.

SUMMARY O THL INVENTION

Iisthercfore an object of the present ipvention to obviste
ot miligate the above disadvaniages and facilitate the prepa-
ration of additionel pates of values from & previously stored
sel.

In peneral ferms, one aspect of the present invenlion
ptaposes o compule on one computing device an snitial step
i the computation of a coordinuc of a point derived from
a pair of poins to inhibit recognition of the individual
cernponeats, transfer such information o another computing
device remote {rom said one device, peeform at Jeast such
additional steps in said denivation at such otber deviee 1o
permit the completion of the deritvalion at said one device
and transfer the result thereol 10 said one computing device,

Preferably, the imitial step ipvolves a simple ficld opera-
tion on the two sels of coordinates which provides informa-
lon required in the subscquent steps of the denvation.

Preferably also the additional sleps performed al the other
device complete the derivation.

In a prefermed embediment, the tnitial siep involves the
adcdhwon of the x coordinales and the addition y coordinales
to provide the terms (x,6Bx.) and (v, @y.).

The addinton of the coordinates is an XOR operation thet
can readily be peiformed on the card and the resulls pro-
vided to the terminal

In this manner, the coordinaies (x,y) representing kP in a
stored signing eclemenl are nol disclosed as issulficient
information is provided cven with subscquent uses of the
card. Accmdingly, the x coordinate of up to 500 signatures
can be geperared from an ipitial sct of 32 stored sipgning,
clements.

The new value of k can be compuied oo the card and to
avoid compuling the inverse k™7, allemnative known masking
techpiques can be unhized.

A further aspect of the presem invention provides o
method of generating additional scis of points from the
mibal set that may he used individually as a pew value of kP
or 1o combination 1o generate shll further values of kP

According to this aspect of the invention, the curve is an
anomalous curve and the Frobenivs Operator is applied 1o at
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Izast one of the coordinates representing a point in the injtial
set to provide a coordinate of o further point on the ¢lliptic
curve. The Frobemus Operator @ provides that for a point
{x,,¥,) on an anomalous curve, then @ (x;,y,) is a poinl

5. . ; :
{(x,7.yy") that also les on the curve. In general, @(x,y,) is
a point X7, y- that also hes on the curve. For a curve over
the field 27, there are m Frobenius Operaters so for cach
value of kP stored in the initial set, m values of kP may be
generated, ieferred to as “derived” values. The new value of
K associuted with each point can be derived (rom the initial
refationship between Pand P and the initia) value of k.

For a practical implementation swhere 32 panrs of signing
clemenis are initially retained on the cusd and the cunve is
over the feld 22 yiilizing the Frobenivs Operator provides
in e order of 4960 possible derpved values and by com-
bining pairs of such derived values a< above in the ortder of
107 values of kP can be obtained from the initial 32 stoged
signing clements and the corresponding values of k ablained
10 provide HI” session pairs.

Preferably, the stored values of kP wie 1 a normai basis
represemation. The application Frobenius Operator then
simply requires an “1" fold cyclic chift to obtain the value Tor
an @ operation.

According to v further aspect of the ivention, there is
provided a miethod of pencrating signanire componenis for
use A digital signature scheme, said signature components
including private information and x public key derived from
said private information, said metbud compnsing the steps
of storing private information and refated public key a5 an
¢lement in a s¢l of such informaiion, cychng in a determin-
isttc bul unpredictable {ashion through said set to scleet at
least one element of codd set withownt repetition and utibzing
said one clement 10 derve o sighature component in said
digilal signature scheme.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other cbject and advaniages of the present
invention will become apparent fram the following descrip-
tion when read in conjunetion with the accompanying draw-
mgs wherein:

FIG. 1 is a schematic represeniation of a programinable
eredit card,

FIG. 2 is 3 schematic sepreseniation of 3 transaclion
performed between the eard and network;

FIG. 3 is a schematic representation of the derivation of
a session pair inm 2 pair of stored signing elements;

FIG. 1 is 2 schemalic repiesentation of one sicp in the
rapsmission of information shown in FI1G. 2:

FIG. 515 o schematic represeatation of & preferred imple-
meptation of the derivation of a sesston pair from two pairs
of stored values;

FIG. 6 s a schumnatic representation ef a selection unit
shown in FIG. 1;

FIG. 7 is a schematic representation of a further cmbodi-
ment of the derivation of session pairs from stored values;

F1G. 8 1s an alternalive schernatic 10 the embodiment of
FIG. 7; and

FIG. 9 15 yei anvther allernative schematic to the embodi-
menl of FIG. 7.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT
The Systemn
Referring therefore 1o F1G. 1, a programmahle credit card

10 (referred to as a *SMART” caid) has an integrated cireunt
12 emhedded within the body of card 10.
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The integrated circuit inchides o Jogic array 14, an addres-
sable memory 16 and a communication bus 18, The memory
16 inclsdes a RAM scction 20 to store information, a pair of
cyclic shift registers 22 for temporary storage of information
and programming code 24 for control of the logic array 14
and communication bus 18, The apray B4 includes an arith-
metic umt 26 to provide modular anthmebie operation, e
additional and multiphcation, and 2 selection unit 28 con-
uolled by the programming code 24, {1 will be appreciated
that the deseription of the card 10.is a schematic and
restrictedd to that pecessary for explunation of the prelerned
embodiment of the 1pvention.

The card 10 3s used in conjunction with a termingd 34, for
example an agtomated wller machine (ATM), 1hat is con-
necied to a network to allow financial tansactions to be
conducted. The terminat 30 includes a keypad 32 to seleat
options 3nd tasks and has computing capabilitics to perform
the neeessary functions in conjupction with the casd 1.

Aceess o the terminad 30 1s obtained by inserting card 10
into a reader 34 and eptering a pass code in i cenventionad
manuer. The pass code is verified with the card 10 through
vommonication bus 18 and the terminal 30 achvated. The
keypad 32 is wsed o seleet a transaciion, for example a
transfer of fupds, between accounts apd generate 3 muessape
through the network (o pive clivet lo the transachiens, and
card 1) s wsed to sign that tansaction fo indicste ifs
authenticity. The signature and message are ransmitled oves
the network to the jatended secipient and upon receipt and
verifieation, the transaction Js completed.

The Card

The RAM scetion 20 of mesnory 16 includes digital data
string representing a prvate key, a, which remains scerel
with the owner of the card and a corresponding public key
Q=aP where P is the publicly known ipitial point on the
selected corve. The RAM section 2D also includes a prede-
termined setof coordinaies of poiats, kP, on an clliptic curve
that has been preselected for use in a public key encryption
scheme. 1#is prefered that the curve is over 2 finike Held 27,
copveniently, and by way of example only, 2'%% apd that the
poinis kP are represenied in nannal basis representation. The
selected curve shovld be ap anoralous curve, c.p. a corve
that salisfies y™+xy=x>+1, and has an order, c. Each point kP
has an X coardinate and a y coordinaie apd is thus repre-
sented as two 133 digital data strings that are stored n the
RAM 20. By way of example, it will be assumed that the
RANM 20 comtains 32 such poiuts idenbificd generically as kP
and individually as KgPk,P . . . K5, P Similacly, their coor-
dinates (x.y) will be individually designated Xy, - .. X5,y

The points kP are precomputed fiom the chosen param-
cters of the curve and the coordinates of an onginating poinl
P. The k-fold addition of point P will pravide a further point
kPon the curve, represented by its coordinates (x,y) and the
vajue of k canpot be determined even if the coordinates of
ponts P and kP arc known,

RAM 20 therefore contarns the values of k assoviated
with the respective points KP so that a set of stored signing
clements kkP is avathble for use in the signing of the
transaction.

Signing

To sign a message m penerated by the transaciion, one
sessien pair ki kP is jeguired and may be oblained from
RAM 20 as set oul more fully below. Assuming that vajues
k;, kP have been obtained, the signing protocel requires a
sipnalure rs) where

n

[

30

=

50

65

6
r is the data siing representing the x-voordinate, Ny
reduced mod g (g is a presclected publicly known
divisar of ¢, the order nf the curve, i.e. gfe,);and
s=[k"(h{in))+ar} mod q where h(m) is a g-bil hash of the
message m generated hy the fransaction.

In this signature, even though 1 is known, s contains the
seeret K and the puvate Key, a, and so inhibits the extraction
of cither.

The generation of s requizes the inversion of the value K
and siave ks itsedf to be derived {rom the stored set of
values of K, it is impractical o store corresponding inverted
vilues of possible K's. Accordingly, a known masking
technique s used 1o generate eomponents 1, s and u of 2
signuture. This is done by sclecting an jnteger, ¢, and
camputing s valoe u=ck. The value s =c(b(m)+ar) mad .

The signature value s can thenhe obtained by the recipient
computing s'v’=k"" {b(m)+ar].

The signatute (r,s’,u) can be compuated on the casd 10 and
forwarded by bus 18 1o the termina! 30 for attachment 1o the
message m.

Generation ol Session I'air

As nated above, 10 order to generate the signatise (1,5), it
15 necessary lo have for session pair k and kP. Scewiity
thctates that cach session pair is only used once and it is
assumed thot the nvmber of signing elements stored jn RAM
20 35 snsvlicient for commercial applicoton.

In the prefened embodiment, two techniques are used fo
geperaie additional session parrs 10 the stored signing che-
mepts. 1t will be appreciated that cach technigue may be
used individually although the combination of 1bhe two s
preferred.

(1) Frobenius Operator

The first techpique involves the use of the Frobenius
Operator to derive additional session pairs from the stored
signing clemenls and is shown in FIG. 3. The Frebepius
Operatar denoted @ operates on s point P baving coordinates
(x,¥) on an anomalows clliptic curve in the fAnite field 2™
such that @'p =(x"\y%). Marcover, the point @°P is also on
the curve. In the feld 2°55 these are 135 Frobenins Opcra-
1o1s 50 cach point kP stored in memory 20 may generate 133
points on the corve by application of the Frobenius Opera-
tors. Thus, for the 32 values of kP stored, there are #4960
possible values of kP availablc by application af the Frobe-
nius Operator.

To derive the valee of @'P, it is simply necessary to load
the x and y coordinates of a point kP into respective shift
registers 22 snd perform an i-fold cyclic shift. Because the
coordinates (X,y) have o- ocormal basis jcpresentation, a
cyclic shift in the register 22 will perform a squanng
operation, and an i-fold cyclic shift will raisc the value 1o the
power 2°. Therefore, after the application of i clock cycles,
the registers 22 contain the coordinates of ©(kP) which js 2
point on the curve and may be used in the signiog protocol.
The 155 pussible values of the coordinales (x,y) of @'(kP)
may be obtained by simple cychic shifting. The 1cpresenta-
tions in the registers 22 may then be used to obtain .

Where Ihe use of Frobenius Operator provides sufficient
vatues for commercial use, only one coordinate is peeded to
compute the value of 1 and so only a single shift register is
necded. However, as will be desenibed below, further scssion
pairs can be derived if both the coordinates are known and
so a pair of registers 15 provided.

For each value of @'(kP), it is pecessary o obtain the
corresponding value of k @(P)=)P. X is a constant that may
be evalualed ahead of time and the values of its first m
powers, L' computed. The m values are stored in RAM 200
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In peneral, B (kP)—NkP 5o the value of K associsted with
@(kP) is 17K, Since K is stored for each vatue of kP in RAM
20 and 1° is also stored, the new value of k, i.e. 27k, con be
compuled using the arithinetic unit 26.

As an allernative, 1o facititate efbcient computation of 1
and avoid exeessive storage, i s possible 1o precompute
specHic powers of X and store them in RAM 21, Becavse m
is 1533 in the specific example, the possible values of 1 cun
be representeed as an 8-bit binary word. The values of
2737 are thus sloved in RAM 20 and ahe value of 3
represenicd in binary. The presiored values of A7 are then
relneved as necessary and multiplicd mode hy arithmetic
unit 26 i0 provide the value of 1. This is then multiplicd by
k 10 obtain the new value associated with @'(kP).

It will be scen therefore that new session pairs Kk, kP may
e derived simply and efficiently from the stored sioning
clements of the inifal sct. These session pairs may be
computed tn real time, theseby obviating the need 10 increase
siorage capacily and their compuiation ulilizes simpie anth-
nelic operations that may be implemented in arithmelic unit
26.

{(11) Combining Patrs

A fuether technique, HMustiyated schematically in FIG. 4, 10
increase the nunber of session pans of k and kP available,
and thereby inercase the number of signatures available
from a card, is 1o combine pairs of stored signing clements
10 produce 3 new derived value, The addition of twa points
K, P and Kk, will preduce a third point kP that also Hes on
the curve and may therefore be used for signatures.

The addition of two points having coordinates (x,.v,)
{Xa¥-) respeclively on o corve produces a new point having
an X coordinate X, where

NEHe xon @ udo
- RIRRE RIR=RES

£

In the finite fiedd 2m, y1@y2 and x1€x2 is an XOR field
operation that may he petformed simply in Jogic array 16.
“Fhus the respective values of x,; ,x. and y,,y. are ptaced in
respective enes of registers 22 and XOR'd. The resuliunt
data string is then passed over communication bus 16 1o the
terminal 3. The lerminal 3 has suflicient computing capac-
iy o perform the foversion, muliplication and sumination
to produce the value of X,. Tiis is then retumed to repister
22 for signature. The potential disclosuie of x; does not
jeopardize the security of the signature as the selevant
portion is disclosed in the transmission of 1.

The valuc of k;+K- 15 obtained f1osn the anthmetic unit 26
within logic array 16 to provide a value of k5 and henee a
new session pair ks, kP is available for sipnature.

It will be appreciated that the value for y, has not been
compuicd as the signing value ¢ is denved from x5 rather
than both coordinates.

1t wvill be poted that the values of x, and x. or y, and y,
are pot {ransmiticd ta terminal 30 and provided 3 diffcrent
pair of points is used for cach signature, then the values of
the coordinates remains undisclosed.

At the same time, the anithmetic funciions peiformed on
the card are rekstively simple and those compulationally
morc difficoll ase performed on the terminal 30,

Preferred Implemeniztion of Generating Session
Pairs
The above technique may of couwrse be used with pais

selected directly from the stored signing clements or with
the denved valucs obtained using the Frobenius Cperator as

w
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8
described above. Allernatively, the Frobenius Operator
vould be applicd 1a the value of kP obtained frons combining
pairs of 1he stored signing clements 1o provide m possible
values of each derived value.

To ensure seeurity and avoid duplication of session puirs,
it 1s preferred that only one of the stored sigaing clements
should have the Frobemus Operator applicd, as in the
preferred embadiment usteated in FIG. 5.

In this arrangement, the coordinales x,,v, of one of the
stored signing elements is applicd 1o the registers 22 and
cyclically shificd i tmes to provide @ kP

The respective courdinaies, Xg,,Yo,. o1¢ XOR'D with the
coordinates from snother of the siored values K.P and the
sumined coordindics transmitied 10 ATM 30 for computation
of the coordinate x5, Tins is retransmiited to the card 1 for
comnputation of the valve 1.

The value of k, is processed by arithmetic unit 26 (o
provide 2%k and added 1o k. 1o provide the new value ky for
generation of signature component 5. In this embodiment,
frarn an original sct of 32 stored signing elements stored on
card 10, 5t is possible to penerate in the order of 107 session
pairs. In practice, a limi of 10" is realistic.

Scleetion of Pairs Stored Sipning Elements

The above procedure requires a pair of stored signing
clements 1o be used 1o penerate each session pair o order
to preserve (he integrity of the system, the same sel cinnol
be wused more than once and the pairs of stored values
constituting the set mus! not be selected o2 prediciable
moanner.

This selection functien is perlormed by the selection unit
28 whosc operabon is shown schematically in FIG. 6.

Sclection unii 28 includes a sct of counters 40,4244
whose vutpuls address respective look up tables 46,48 50,
The look up tables 46,48,50 sap the specessive outpuls of
the counters 1o psendo rimdem output values to provide
unprediciability for the selection stored signing elements.

The 32 stored values of k and kP are assipned nomipal
designations as elements in a set 52 runwing from 13 10 +15
with ope designated <. To ensure that 2il available combi-
nations of stored values are used without repetition, the
nominal designations are grouped in 16 pairs in ap ordered
array 54 such that the difference {mod 31} in the assigned
values of a pair uses all the numbers fiom 1 to 30, = is
grouped with 0. This array provides a i) row of a nolional
Marix.

Successive rows Sdab.c, clc. of the notional matrix ase
developed by adding 1 fo vach assigned designation of the
preceding row until 15 rows are developed. In this way a
malrix is developed without repetition of the designations in
cach cell. By convention oo Imoo,

Counter 42 will have a full count after 15 increments and
counler 48 wifl have a full count afler 14 increments.
Provided the full count valucs of counters 40,42 arc rela-
Uvely prime ane the possible values of the counter 50 1o
sclect Frobensus Operator are relatively large, the votput of
counters 48,4244 are mapped through the tables 46,48,50
respectively to provide values for row and column of the
nottonal matnx and the order i of the Frobenius Operator (o
be apphed.

The output of counter 48 selects a calumn of the array 54
from which a designation associated with 3 starting pai can
be ascertoined. In the example of FIG. 6, the output of
counter 42 is mapped by table 48 to provide n ouiput of 3,
indicating that column 3 of array 54 should be scleeted.
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Similaly, the output of counter 41 is mapped through fable
46 1o provide a connt of 3 indicating that values in row 3 of
the matny should be used.

The assigned designations for a particular row are then
obtained by adding the row value to the values of the starting
pair. This gives a pew pair of assigned designations that
mdicate the locations of elements in sel 52, The signing
clements are then retrieved from the set 52,

One of these puirs of signing clements is then output 1o 2
shift cegister 22 and operated upon by the designated Frobe-
mus Operator §. The value of the Frobenius Operation s
oblained from the output of 1able S0 which maps counler 44,
The value obtained from table 5 seis the shift clock associ-
ated with register 22 so that the contenls of 1he register 22
are cyclically shifted o the Frobenius value # indicated by
the oulpul of table 50,

Accordingly, a new value for kP is oblained. The associ-
ated value of k enn be computed as deseribed above with the
arithmelic unit wiilizing the oupul of table 30 1o determine
the new value of ). Accordingly, 3 derived value is oblained.

The denived value and signing clement ate then combined
a5 deseribed at (i) above 1o provide a new session pair k, kP
for usc i the sigmng process.

The use of the counlers 40,42 provides input values lor
the respective tibles so that the array 54 s aveessed ina
deterministic but unprediciable fashion. The gronping of the
pairs in the array 34 eosures these i mo epetitien in the
selecied elements to maintain the integrity ol the signature
stheme.

Counier 44 operates vpon one of the selected pans to
modify it so that a diffcrent pair of vajues is presented for
combination on cach vse, even though multipic access may
be made 1o the amay 54,

The counturs 40,42 .44 may also be utilized 1o Yimit the usce
of the Smart Card if desired so thal a forced expiry will occus
after 2 curtain number of uses. Given the large pumber of
possible signatures, this facility may be desirable.

Alternalive struchures 1o the look up tables $6,48,50 may
be utijized, such as a Bncar feedback shift repister, to achieve
a mapped output if preferred.

Further selection of the session pairs can be obtained by
preprocessing of the contents of register 52 using onv ot
more of the techniques shown in FIGS. 7, 8 or 9.

In its simplest form, as shown in FIG. 7, a source sow *s’
is selected and the session pair kk,P read from the register,
A function 1s apphed to the session pair, which for example
is the Frobenius operation as set out in FIG. 3 to provide a
new session pair A k; §7 (k P). A destination row, d, js then
selected in the table 52 and the new session pair combined
with the coments of thal row 1o generate a new pajr of
values. The contents of the table 52 are thus updated and a
selection of pairs may be made for the generation of a pew
session pair as descnbed above.

The pieprocessing may be repeated 3 number of times
with different source rows s, and destinations, d, so that a
thorough mixing is obtained. The sclection of source rows,
s, and destinations, d, may be sclected delermipistically
using the counlers 40,42,

Alternatively, where the card 10 does not have adequate
compuling power or a curve olber than an anomalovs curve
15 used, an alicrmative function may be applicd 1o 1he
sclected 1ow. For example, a sign may be applicd to the
selected row prior 10 accumulation of a destination.

An alternalive embedimeni is shown in FIG. 8§ where
mulbiple source rows s, . . . s, arc used and the selecied

10

session pairs combined. Typically wo source rows are used
but mere than two can be combined il preferred. In this case
the combining may proceed as shown in FIG. 5 and the new
value accumulated at the destination row, &, of the repister.
5 Asthe x coordinate of the combined point will identify one
of the coordinates in the register 52, 1t is preferred to perform
the computation on the card where feasible.
The selecled session pairs may be modified prior 1o or
subsequent 1o their oddition by application of a sceond
19 fupction, e signing, (ss shown in ghosted outline) Io
provide further security in the updating of the register 52.
Where a random number gencrator is incorporated on the
card 10, the above preprocessing may be weed elfectively in
the production of the cards. Relerring 1o F1G. 9, an initial set
of scssion pairs is injected) imo se register 52 of cach cand
10 Arapdom number generator 60 55 run for an inihal periad
and its omput used 1o sefect the source and deslination rows
of the register 52. The source row is accumulated willy the
destination now so fthat the session pair of the sel arc
changed with cach fcration. I preferred, o function such as
a sign or a Frobunivs operation may be applicd to he
selected session pair before sceumulation. The mixing con-
tinues for a further period with the output of generator 60
being used periodically to select cach row. Once the register
15 considered thoroughly mixed, the session pais may be
selected and combined as deseribed above for FIG. 6. As the
output of cach generator 60 will vary from device to device,
the sets of session pairs in each regisier 52 will aiso vary
froim device o device, Therefore the same jeitinl 1able may
be used but different session pairs will ke generated.

mn
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In summary, thercfore, paits of signing elements from an
rmtial set of stored values can be selected in a deterministic
and unpredictable manner and one of those eluments opes-
ated upon by the Frobenius Operalor to provide additional
values for the elenrenis. The elements may then be combined
to obtain a pew session pair with a portien of the compu-
lation being performed off card but without disclosing the
value of the efements. Accordingly. an cxtended group of
sesston pairs is avaslable for signing from a relatvely small
group of stored values.

While the preseot invention has been illustrated and
described by means of a specific embodiment, it is to be
understeod that numerous chanzes and modifications can be
made thercin without departing from the spirit and scope of
the tovenlion.

What is claimed is:

1. A method of geperating a signature on a mussage m in
an elliptic curve cryptographic system having a seed point P
zp ©n an clbiptic curve of order ¢ over 3 finite field, said metbod
comprising the sleps of:

1) scleeting as a sessjon key an integer k and computing

represenlation of a corresponding point kP;

1) deniving from said representation a first signature
compoopent, 1, independent of said message,m;

i) combining said first signature component, 1, with 3
private key, a, a value derived from said message, m,
and said session key, k, 1o obtaia a second 10 signatvre
compencnt, s, contaiping sad privale key, 3, and said
session key, k, such that extraciion of efther is inhibited
even when suid signature components, 1,5, are made
public; and

) nlilizing sa)d signature componenls 1,s, i the signature
of the message, m.

2. A method according, to cloim T whegein said value

derived [rom said muessage, m, is obtained by applying a
hash function to said message.

wr
o
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3. A method according 10 claim 2 wherem said second
signatie vomponent, s, is of the form s=k" {b{m)+ar} mod
4, where q is a divisor of the order, ¢, of said elliptic curve
and h{m) is said value derived by applying @ hash function
1o said message.

4. A method according to claim 1 wherein siad i1
sipnature componen! 1 is obtained by utilizing one coordi-
nate of said point KP.

5. A method sccording to claim 4 wherein said one
coordinate is the X coordinate of said point kP.

6. A mcthod according to claim 5 whercin said
x-coordinate s reduced mod g.

7. A method according to chim 6 wherein said signature
consisls of said first and second signalure componcnts.

B. A muthod zecerding to claim 7 wherein said eliiptic
eurve is an snomalous cliptic curve.

9. Amcihod according to claim 8 wherein said anonralous
curve is of the form y =xy=x"+1.

14 Amethod according to cloim T owherein an integer is
derived from said representation of said poimt kP

11. A method according to chrim ) wherein said integer
is obtained by selvcting one of sard coordinites of said point
kP, and reducing said coordinate mod ¢ where g 3s a divisor
ol the order, ¢, of the cilipuc eurve.

12. A method according to claim 11 wherein said one
conrdinate is the X coordinate of said point kP.

13. A method according to claim 12 wherein said divisor
q is preselected and pubheally known.

I4. A methad eccording to claimn 12 wherein said value
derived from said message, m, is obtained by applying a
hash function to sawl message.

15. A method according to claim 14 wherein said value
derived from said message 15 3 ¢ bit bash of said messape.

16. A method according to claim 15 wherein said clliplic
curve is an apumalous clbphic curve,

17. A method according to clarm 16 wherein said elhiptic
cwrve s of the form yraxy=x"+1.

18. A method scconding to claim 1 wherein said second
signalure component s bas a volue corresponding 1o k' {b
(m)sar} mod q.

19. A methed according to claim 18 whercin o value
corresponding lo said secopd signature component s s
obtamed by sclecting zn inleger, ¢, and computing a value,
u, which equuls the product of ¢ and k and computing
s=c{h(m)+ar}, said signuture cemponenis on said message
m including 1, s, and u.

20. A method according 1o claim 19 wherein a value
corresponding to K'{h(m)+ar} mod q s obtajoed by a
recipicnl of said sigpature by computing the product of said
second signature component, $, and an inpverse of spid value,
u.
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2Z1. A method ol generating o digital signature f, s, of o
message m using an clliptic curve cryptosystem employing
an elliptic curve of order ¢, said method comprising the sieps
of:

1} selecting an intcper k and determining o corresponding

point kP where Pis poist on the curve;

t1} selecting 3 coorchinate (x) of the point kP;

i) reducing the coordinate mod g where 35 a known
divisor of ¢, to oblain a Brst component 1, and

iv) combining said first component, r, with a long-term
private key 2 and 10 said integer K 1o oblzin a sccomd
signelure component s, such that extraction ol either
sarl looe tem private key a or sad mleger ks
tnhibited even when seid signature 1s, are made public.

22, A method secording to claim 21 wheren said secomd
signature component s has the form s=k’ {h(m)+ar} mod q,
where h(m) is a hash ol the message m.

23. A mcthod according to claim 22 wherein said elliptic
curve is an anomaloes clliptic curve of the form v 4xy=x>+
1.

24. A method of penerating a signnvie 1,5, of 3 messape
m performed on an clhphe curve cryptosystem implementesd
over an anemalous clliptic curve of the form said v 4xy=
x*1, method comprising the sieps of:

i) perferming a Frobenius operation 0 upon at least vpe

coordinate, X, of a point kP, whure K s annteger and
kP 15 2 pomt on the cusve obtained from 2 k [old 0
composilion of 3 point P on the curve, to obtsin
corresponding coordinate X ol a point K'P correspond-
ing 10 Q(KP);

ny operating upon the integer Kk wpon by a constant X
where @' (kP)=%'P to abtain a value k7

iit) utilizing the coordinate X' to abtain o firsl signature
component 1; and

) combining said first sigeature component ¢ with the
value k' to oblaig said sceopd signatwie componpent s

25. A method of generating u session key pair [rom an
ymiial Kkey pair X, kP for use in a public key encrypltion
elliptic scheme implemented over ap apomalous curve of the
form y™xy=x"1 wheie k is an intcger and kP is a point on the
curve obtained from ak lold composition of a point P on the
curve, said wethod comprising, the steps ol

i) performing » Frobenivs operation @ upon the pomnt kP
10 obtain a point K'P cotrespanding to 9'(kP);

1) operating, upon ibe jnteger K by a constant ) where
@(kp)=~'p to obtain a value k' comesponding 1o 1k;
and vtilizing e values k" and k'P as a session key pair
in @ cryptogtaphic operation.
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